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fﬁgc,,', | ::: siizﬁ;hf"_hc concept of Al | L1 Intreduction of Al
Intelligence | S e C.L‘U"_”x’."cm of Al - (:.‘oncepl
(06m, 4 hrs) / St applications of Al = Scope of Al
m Id) Diﬁ'e{mnnute between machine *  Components of Al
learning & deep learming. e TypesofAl
‘ e Application of Al
| 1.2 Concept of machine learning and deep
' : learning,
I[I"::r'l;;:;' 2a. il:i :;cFLInEn,ZTs ;xgd- aP[{[ication | 2.1 Embelddcd Systems:
Things e i‘){'wr'he ';";: "d e - *  Embedded system concepis, purpose of
(18m, 12 hrs) | 2b, hf;)mgmi““u : systems in wlu‘ch F,mhcddm_i Isystclmsi A_rchllec'.u:jc of
f and knowledge are Embedded Systems. Embedded Processors-
P inferred from data. PIC, ARM, AYR, ASIC
2c.  Describe desi gns of [oT. 2.1 loT : Definition and characteristics of loT
2d.  State loT Issues and challenges in e Physical design of loT,
deployment. o Things of JoT
o loT Protocels
| s Logical design of loT,
| o loT functional blocks,
e loT Communication models
o [T Communication APIs,
= loT Enabling Technologics
*  loT levels and deployment templates.
- IoT Issues and Challenges, Applications
» [oT Devices and its features; Arduinoe, Uno,
Raspberry, Pi, Node Microcontroller Unit.
UNIT-TIUnit | 3a  Describe the history of digital | 3.1 Digital forensics
III: Basics of forensics *  Introduction 1o digital forensic
Digital Forensics | 3p. Define digital forensics. = History of forensic
(Sn-5 hrs) Jc.  List the rules of digital forensic »  Rulesof digital forensic
GOEEUERICEE) | 34, Describe the given model  of *  Definition of digital forensic
digital forensic investigation. » Digital forensies investigation and its
3e. State the cthical and unethical | goal
issues in digital forensics 3.2 Models of Digital Forensic Investigation

»  Digital Forensic Research Workshop Group
(DFRWS) Investigative Model

=  Abstract Digital Forensics Model (ADFM)

» Intcgrated Digital [nvestigation Process
(IDIP)

* End to End digital investigation process
(EEDIP)

*» An extended model
investigation

¢  UML modeling of digital forensic process
model (UMDEPM)
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Logic  Cognition Computation

Fig. L.L.1 : Three dimensional Model of A ]

The First Dimension (Core)

_  The theory of logic, cognition and woﬂ
constitutes the fusion factors for the formation of one
of the foundations on coordinate x-axis. Philosophy
directions and dimensions of human thinking output.

= Anstotle’s theory of syllogism Descartes and Kant's
erilc o pure reasoning and contribution of many other

movement m a
System(CNS) i brain a5
d‘eﬁm- ﬂm-m and |

In further deepening level, if ope 20CS 10 the EPP. the

Interaction of stimuli with the stored information to

produce new information rquires the process of
learning, adaptation and sl f-organization.

These functionalities in the information processing at 3
certain level of abstraction of brain  activities
demonstrate a state of mind which exhibits certai
specific behaviour to Qualify as intelligence.

Computational models were  developed
incorporated in machines which mimicked o

functionalities of human origin.
The creation of such traits of human beings in &
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Introduction of Al

omputation
Comp The Third Dimension =
- The Ihcnry of con A . ; ; N ! . 2
state automatio ‘P‘f[\lilvn (f(‘\'t:‘.'l)].‘lt-.d ?‘!" ey e - The third dimension leads 10 the orbital or peripheral
...m“ - U Was a turming point in mathematical entities, which arc built on the foundation of » lv
0 O . i 3 L '
i o logical compurational. plane and revolve around these for development
- (..I:l:\sky.s linguistic computational theory generated a | —  The entities include an information system. NLP, for
model for syntactic analysis through a regular example, is formed on the basis of the linguistic
ki computation theory of Chomsky and concepts of
The Second Dimension interface and knowledge on y-direction. !
Th 3 ~  Similarly, vision has its basis on some computational
- & SEConC " L g, W ‘
' tf 'm?""’w" contains knowledge, reasoning model such as clustering, pattern recognition
:n:t:“ﬂ ace which are the components of knowledge- computing models and image processing algorithms on -
ased system (KIB&) Knowledge can be logical, it may the x-direction and knowledge of the domain on the y-
be processed as information which is subject to further direction.
computation. : . 2 : ; g
~  The third dimension is basically the application
-~ [his means that any item on the y-axis is correlated domain. Here, if the entities are near the origin, more
with any item on the x-axis 10 make the foundation of and more concepts are required from the x-y plane.
A0y e o e 2-4xe. -~ For example, consider information and automation,
~  Knowledge and reasoning are difficult to prioritize, these are far away from entities on ;direction, but
which occurs first: whether knowledge is formed first contain some of the concepts of cognition and
and then reasoning is performed or as reasoning is computation model respectively on x-direction and
present, knowledge 1s formed. concepts of knowledge (data), reasoning and intcrface

—  Interface is a means of communication between one on the y-direction.
domain to another. Here, it connotes a different | _  [p general, any quantity in any dimension is correlated
concept then the user's interface. with some entities on the other dimension.

—  The formation of a permeable membrane or transparent | _  The implementation of the logical formalism was
solid structure between two domains of different accelerated by the rapid growth in electronic
permittivity is termed interface. technology, in general and multiprocessing parallelism

~  For example, in the industrial domain, the robot is an in particular.
interface.

e .. | ™ 113 Typesof Al

— A robot exhibits all traits of human intelligence in its
course of action to perform mechanical work. In the Based on the functionality of Al-based systems, Al can
KBS, the user's interface is an example of the interface | pe categorized into the following types:
between computing machine and the user. Similarly, a 1. Reactive Machines Al

: . machine and the
program is an interface between the 2. Limited Memory Al
el 3. Theory of Mind Al

The interface may be between human and human, ie
experts in one domain to experts in another domain.
Human-to-machine is program and machine-to-
machine is hardware.
These interfaces are in the context of computation and

e "1 SACHIN SHAH Venture

Self-aware Al
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The Theory of Mind

of Al :
This category of machines is alleged to play a serious
rol in pychology. .

- This type of Al will focus mainly on emotional
inielligence in order that human believes and thoughts

arc often better comprehended. s

4 Self-Aware Al

= This type of Al is g Jinje farfetched given the present

We describe some of the areay g dOmgin. N
discipline where Al finds jig sCope in My

APplicy ion
algorithm, methods, tools and Icchniquus'

-
f
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1. Civil Englnurl'ng

~  Computer-aided design (CAD) reflecy
design data in a generic MANNa  whep the
dominates  the design kn—:)wlcdge, But - 4
knowledge-based Systems of expert SYStems
consist of the views and solution
in soil mechanics, Structure, g
contractors.

Primy

ly -

Xperts at differey, lime ¢
iy

who  are €ngaged in h
f social/public and indivili i
q

their “opinion 4t users
construction of an entity ¢
use,

The expert systems bring together, for
e€xpertise  ip different

Sub - disciplines of qiy;
engineering,

oatrol policy 1,
and industry, Above al

LUTNDrene

sive approach by Experts of different fields,

Thus, it provokes the development of knowledge-based

and engineering is concerned with
 development of computing systems
ming the tasks for which humas
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= Broadly Alis integraed Wwith the design of hardware-

a)mcm. their fault tolerant increased capacity,
IW““@ and Joad balancing of parallel computer
multiprocessors,
-~  One ol.' th.e.emcrging and broad areas of Al in
computing is its mtegration into software engineering.
— The hfWkdge-basc Systems are being widely used in
reusability, module verification, requirement analysis,
functional design and program validation.
~ The expel systems  have been developed  for
determining the computer configuration according to
the user's requirement (XCON), scheduling and person
Ioading  of sofrware development  projects
(COCOMO1) guiding managers in  shaping the
performance of subroutines.

—  Other expects systems are MASK: assists help-line

personal diagnose use problems for complex software
program. Component-based design and design patterns
are recent trends for Al to SE; PPFAS debugs
operating system software: IPT: Intelligent Peripheral
Trouble-shooter.

3. Industrial Automation and Manufacturing

Industrial Automation (1A)
introduction, incorporation and intervemtion of
automation starting from raw material handling,
planning and production of items and their assembly
leading to higher capable cquipment and their
inventory.

Automation means less human interference, more
computing with knowledge enriched environment.
Flexible manufacturing system (FMS) has emerged 10
ﬁgupwi!hA]fa'indusu'ia}aummlﬂminmmtohbe
Jeading and pioneering industries in the world.
Important expert systems for the purpose are EXPERT
PROB allows factory workers to perform quality
nventory records: FAISI: Helps to create optimum

LS B

4. Equipment Maintenance

Introduction of Al

Detection and diagnosis of faults. Tepur

' ang PrOPer
mamtenance schedule, replacement policy

: : are the basic
tasks in the maintenance of equipment

This requires knowledge gathering from  different
resources as well as proper methodology for fauh
COMPULINg In any eguipment.
Many cxpert systems have been developed for
troubleshooting different Kinds of equipment.
In the mechanical equipment the expert systems are:
PUMPRO diagnoses problems in centrifugal pumps:
TUROMAT diagnoses vibration problem in large mrbo
machinery.
RED (Rotating equipment diagnostic) diagnoses
unusual vibration in routing equipment: MENTOR
(preventive mainienance) needs a large central air
conditioner. In the telephone industry, the diagnostic
cxpen systems are: ACE (automated cable expertise)
analyzes phone company repair data and identifies arca
for preventive maintenance and further repair.
COMPASS assists in telephone system maintenance by
analyzing operating data and recommending
maintenance actions: IDEA  assists  welephone
technicians in diagnosing problems with a LAN; BDS
troubleshoots a large signal switching network, base
band distmbution system: GAMSTTA diagnoses fault
in telcphone trunks. For clectrical system the expen
system is TOGA. It analyzes insulation oil to diagnose
faults in large utility transformers.

Management and Finance

Locating (dotting), generating and  distributing
resources; material, man, and money, is management.

Various expert systems have been developed to address
many facts and interdisciplinary issues of management.
Here we mention some of expert systems for the
purpose such as the MANAGER ADVISOR: It assists
corporate managers with business planning; LENDING
ADVISOR assists credit managers in analyzing




orothel T opiente
O o iogal sepets Of

pREATY *  EXPERTAX assists :
4 mﬂcs common LISP:

Pj,gm'n psin
: Advisor) aids in corporate
FEADY §YS: Foreign

the fomlgﬂ currency
ng ART (an expert
,-,,WM] NGOT Helps in financial forecastng
systems SO g mmx ADVISOR extends
\ing HJRIR‘MUI (ax status of financial transactions
joe on the .o commercial artists and
= mg gscncm.
for ﬂd"‘us’ ing fix online class expert systems shell.
&'W' IS
6. Office Automation
! mm.imofﬂnafﬁuamﬁon is not only to
provide computer as an office aid but also a media for
knowledge dissemination 1o lateral and lower level of
colleagues and employees as well as a knowledge
acquisition system from higher and lateral levels to the

required level.
For the very purpose that any particular leve] of
hicrarchy, transfer of knowledge makes the personnel
at any node, in particular to take decision and inform
hu_bmursﬂborﬂimarmymdeinthehoﬁmnor

any level on the hierarchy.

gs8ists
decision usi

1-8
LU
Data classifier helps the user clag =
their data, developed op Ex
Corporation). b

Robotics

Robotics is one of the Prime arpgq of

shown in the 3D view of Al < app!ic“‘linr..

Al methodology is applicabie 1, el -

One is design and control of robe UCS in ty, Wy,
application of robogs o iz and tha mher-_
manufacturing, mining, tedicing {SU:I fields Such

i

The des: A 8ery), -
: e.mgn of various types of obots op -

anar:ly of mechanica] "“Efmeﬁng Cununlpulan:-r,

c;:ntr? needs an i"m’di!icl'pﬁna,y ; ncern, b, it

electrical cng|mring coﬂcepu e dizl:oactl Siich &

;r'l:c application of robotic System, in places wher
ll.unan mo.vement Is restricted as in nuclear power
plant or mines, works inte]]jgently 1n such places ani
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leh; = For the last foyw years i :
it o M Seoul Robotic Football
depob"':l“ ¢ P! game has been Played continuonsly which
‘ J"I-  good quality ang high calibre of knowledge-
based system methodolagy.
Ng - Rabhotics j i
as mcd_"-:h 1n *Surgery IS another surprising event in
> I .fpphcauon that interacts with the expertise
ayg. m medical and A community, respectively,
1 I i
ix 8. Medical Cornputing and Informatics
ag
—  The first and firm application of Al was the design and
. development of the expert system named MYCIN ar
Is Stanford Universi ; i in th
: niversity by Shortliffe and Buchernan in the
] id-
b md'l??()s. Many expert systems in different fields of
3 medicine  were developed. Among them are
a) INTERIES:
o =0
a consultant for general medicine, PIP: Present Illness
T |

Program, VM: The Ventilator Manager, PUFF:

Pulmonary function, CASNET; Causal Associative

> Network to represent the pathogenesis of a disease. in
terms of patient's findings.

= Many other expert systems have been developed for
detection and interpretation of diseases depicted in the
bioelectrical signals such as ECG, EMG, and EEG
with the advent of information technology, the
telemedicine has marked a very important role in
bringing IT, medicine and Al at one platform.

—  The impact of Al on hospital system(H/S) can be seen
in developing object-oriented model of different
aspects of H/S such as patient monitoring system, drug
delivery system, hospital administration, ward
management and clinical testing  (pathological,
microbiological, radiographic images (CT and ultra
sound, MRI), and signals (EEG, ECG, and EMG). The
most effective contribution of IT and Al together is the
telemedicine and robotics in surgery.

E-services

E-services are concerned with the performing business,
e-commerce, and governess on www. E-commerce performs
sales and purchase with customer relationship management

1-0

10 Transportation

11.

12,

——

Intrmut;l'mn of Aj
Transportation system i« vasic

all " e
scheduling and Planning, e e

Scheduling departures  and miintenance

manipulating the relationships between ce

namely vehicles, destinations, and sery ice

invalve

rain objects,

tacilities,
Addition and subiraction of selected change in mutes
are occasional but more attention is paid  for

maximizing the profitability of the current fleet serving
current routes,

The expert systems for the purpose are: SEATES o
assists analysts in adjusting the number of discount
seats available on airline routes; AALPS configures air
cargo shiploads; NAVEX monitors control on space
shuttle flights.

Agriculture

Producers and traders of agro goods are main
benefactors

agriculture,

of expert syslems applications in
An expert system assists farmers to produce crops,
troubleshoot the crops once it is on ground and when to
harvest it.

Commodities loading are a complex business, which
requires the expertise in understanding the marketing
pattern, production of the grain, and distribution profile
of the same.

Some of the important expert systems in this area arc
WHEAT COUNSELOR. It is used for two purposes:
buying guide for farmers shopping for agrochemical,
and as sales aid for chemical manufacturing sales
people; AQUAREF: Reference library for agriculture
as a front end. PLANTING: It gives advice for various
planting equipment. PGMA: It assists farmers to select

the best way 1o market their grain,

Oil Exploration, Minerals and Metallurgy

The extraction of minerals and their metallurgical
processing involves many phases and expertise ranging

CRM) from geologists, material technologists, and
El metallurgical engineerss.
. o SACHIN SHAH Veature
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geology- .{:Jt\.lllf experl systems in practice.
Fn”nﬁ'lll:‘-_ VISOR: A knowledge-based system
DRILLING "ﬁ:ﬂ:neh oil company that assists oil rig
i i eslving and, subseguenty avoiding
!'Upt'ﬂ 15

problem sirnations. | " g
MUDMAN diagnoses problems with "mud. Iused in oil
well drilling and recommends new compositions.
WAVES aids in developing data processing control
strategies for seismic survey data.

13. Electrical Engineering

The various areas of electrical engineering that require

the knowledge-based system approach are:

I.

Power system : Generation, distribution, load flow

analysis, load management, power prolection, power
System  control, high voltage transmission and
distribution.

Electrical machines - Design of various motor
alternators and generators needs a knowledge-based
approach rather than computer-aided design (CAD),
because consideration of different types of loads
(primarily modelled as R. L, C and their combination)
and drives (mechanical or clectrical) POSE uncertaintics
in the design parameier (change) and performance
[dcgradgujun).

Control : Depending on the plant (object to be
controlled) characteristics, the controllers are designed
10 have a desire performance of the plant. The plant

may be a motor, robot, or a mechanical system. The
basic controllers are Proportional (P), Derivatiye (D),
Integral (I), P and PID. Depending on the
characteristics of the plant, the controllers may be

ki

near/nonlinear, determing stie/stochastic,

continuous/discrete, lumped/distributed, time
invariant/variant. Most of the controllers do ot require
Knowledge-based System methodologies for their
design but complex mathematica) models, instead,

4. Power electronics

It consists of design and

development of conyerter (from ac. to de) ang

inverter (from d.c (g ac.)

Tech-Neo

and contro] of POWer using

various techniques such as chopper contro) E¥elomg,
(frequency control), PWM (pulse width "m“hm-n,;_
recently ANN and some heuristic search technig,, g
have been deployed for the purpose. :
Drive control : This field combines electrical Mich,, :
drives and control principles. Thus, differem €Xpen, ,
from the respective fields are required 1o $hoy,
knowledge, control, and management for desig,
development and diagnosis of problems in railway, Pee
paper and pulp industries, textile industries, hoist ang -
mills. It emerged from the knowledge of differe,
disciplines for its effective use. Important componep,,

of KBS used in such problems arc knowledp, -
representation, inference and uncertainty measuremen,

and users interface (graphics). Some of the eXpert
Systems are hoist diagnosis developed by INSIGHT
INC. for diagnosis of faults on hoist equipments,
DELTA (diesel electric locomotive trouble shooting
aid) developed by General Electric company assists in
assessing maintenance needs and prescribes appropriate
action 1o assist diesel locomotive maintenance i3
personnel.

M 1.2 Concept of Machine Learning &1

Deep Learning

Machine Learning

Before talking about machine learning lets mention

another concept that's called data processing,

Data mining may be technique of examining an
outsized pre-existing database and CXtracting pew
information from that database, it’s casy to know,
right, machine learning does an equivalent, in fact,
machine learning may be.a sort of data processing
technique,

Here’s may be a basic definition of machine learning -

"Machine Learning may be a technique of parsin g data,
learn from that data thep apply what they need leamed

1o form an informed decision”

S
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ning o bty prodhct  ohaoice
LLa bt

Wﬁnmm W there costumerns supported their
petiomonces,
Notthin  wses  machine

kaming to
SHERCSINT 10 their users of the Tv serios of Movie or
shows that they would like to w ach

offer  better

Deep learming s really a subset of machine learning. It

sechacally s machine lkaming and functions within

the samme way but it's differont capabilitics.

The pramary difference between deep and machine

keamming s, wachine leaming models become good

progressively but the model still noeds some guidance

10 gOL Inprove. 5

If & machine leaming model derives an approximate

prediction then the programmer must give idea of that

problem exphicitly but withan the case of deep leaming,
the model does it by himself.

Automatic car dnving system may be a exemplar of
decp leaming.

Let's take an example to know both machine leaming
and deep leaming :

Suppose we've 4 flashlight and that we teach a machine
jeamning model that whenever someone says “dark” the
flashlight should get on, now the machine learning
model will analyse different phrases said by people and
itll ook for the word “dark™ and because the word
muﬁtl'l:ﬂashlightmgoingmbtmbutww if
mmd“lmnnulablewmt&ﬂ)ﬂﬁﬂgﬂx
sunshine is extremely dim”, here the user wanis the
flashlight to get on but the scatence doesn't the consist
the word “dark” therefore the flashlight will not be on.
mitmmmmmisﬁﬁmlm
machine learning.
fashlight amlumingmﬁddis in a posiion

model it might on the
to find

Q.5

1rl\_l!yjm,| o Al

M 1.3 Multiple Chojce Q S
or

The pﬁrf' ormance of an
improved by
a) Learning k) Obsc.rw'ng

d) None of the mentioned

agent can  be

¢) Perceiving
Ans. : (a)
External actions of the agent is selected by

a) Perceive b) Performance
€) Leanung d) Actuator
Ars. : (b)

The action of the Simple reflex ogent
completely depends upon
Q) Perception history
b) Current perception
&) Leaming theory

d4) Utility functions
Ans. : (b)

Which of the following could be the
approaches to Artificial (ntelligence?

a) Strong Artificial Intelligence

b) weak Artificial Intelligence

¢) Applied Artificial Intelligence

d) All of the mentioned

Ars. : (d)

An Artificial Neural Network Is based on?
a) Strong Artificial Intelligence approach
b) Weak Artificial Intelligence approach
¢) Cognitive Artificial Intelligence approach
d) Applied Artificial Intelligence approach
Ars. @ (¢)




. &k Artificial intelligence approach
b Wwea

e ligence approach
aptificial Intel
Strong 3

Cognitive Artificial intelligence approgc,
g) Log

d) Applied Artificial Intelligence approach

Ans. : (d)

Q 7 A completely automated chess ENgine (Leayn

from previous games) is based on?

a)
&)

Strong Artificial Intelligenc, Approach
Weak Artificial intelligence approach

¢) Cognitive Artificial ntelligence approach
d) Applied Artificial Intelligence approach

Ans,

Q8 A basic line following ropor s based on

: (a)

a) Strong Artificial Intelligence approach
b) Weak Artifieial Intelligence approach

¢) Cognitive Artificial Intelligence approach
d) Applied Artifizial Intelligence apppoaep

Ans, :

Q9 Which of the following task/tasks Artificial

(6)

Intelligence could pop do yet?

) Understand hatural language robustiy

b) web Miking

e) Construction of plans in real time
dynamic systepmg

d) All of the Mentioned

Ans. ; (d)

Q10 What

MOrg the following icjare o

EXAMPle of the intelligens agent/agents?

1-12 L]
Q 23 \What is Machine learming?
@) The autonomous acquisition of kno,, SEEET
through the use of computer Progra,, °
b) The autonomous acquisition of k"low;'%
through the use of manual Program,

€) The selective acquisition of khowg%
through the use of coraputer Prograp,

d) The selective acquisition of knawr%{
through the use of manual Programe

Ans. : (a)
Q12 Which of the factors affect the pevformay,,
of learner system doec not include?
4) Representation Scheme used
b) Training scenario

d) Good data Structures
Ars, : (d)

Q- 13 Differpns feaming methods dppe not include?
Q) Memorization
b) Analogy
) Peduction
d) Introduction
Ans. : (d)
Q14 14 language understanding, the levels of
knowledge thar does ot inelyde?
a) Phonological
b) Syntactic
) Empirica
d) Logical
ARs. : (e)

) Type of feedback a. 1

a1l
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Fogiq X e Q15 A model o : -
, S ey : anguage comsists of the Q. 20 Wh Introduction of Ay
W » egories which does not inelude 7 : r at stage of the Manufacturing T S
?rﬂ*hs e a) Lamgudge units veen described as "the Mapping of fun _r:h ’
kﬂOera. b) Rofe Structure of ynits Sl
Daf'ﬂby\s e €) SHStCM constraints a) Design - ,
':"-C’ngdg d} Sﬂ‘mcturﬂr units b) Distribution
ame Ans. : (d) €) project management
Q.+ ‘-T'ﬁs performance of an agent can be S S -
| improved by €) None of the above
”"“\ahcc a) I-Gamfng Ars. : (a)
[ T "
) omr"‘"ﬂ Q. 21 Which kind of planning consists of supsessive
¢) Perceivi :
d: i representations of different [evels of a plan ?
N »
) Nowe of the mentioned 4) hierarchical planning
Ans. : (a) .
a i B l‘ b) non-hierarchical planning ’
. emal actions of th ;
€ agent is selected by &) All of the aboveo
oF Feroin e) project planning
N b) Perfo o e) None of the above
¢) Learning Ars. : (a)
d) Actuator Q. 22 What was originally called the “imitation
Ans. ; (b) game" by its creator ?
Q. 28 Which of the following could be the a) The Turing Test
approaches to Artificial Intelligence ? b) LiSP
a) Strong Artificial Intelligence e) The Logic Theorist
b) Weak Artificial Intelligence
of ) ificial Intellig d) Cybermetics
¢) Applied Artificial intelligence
- €) None of the above
d) All of the mentioned
Ans. : (a)
Ans. : (d) .
Q. 29 What is the term used for describing the Q 23 To invoke the LISP sgstem, gou mest ntar
judga;.zutaf or commonsense part of problem a) Al
solving ? b) LISP
a) Heuristic ¢) CL (Common Lisp)
b) Critical d) both b and ¢
¢) Value based ¢) None of the above
Analytical
_ 4 J Ans. : (g)
: €) None of the above
: Ans. : (@) A SACHIN SHAH Venture
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Embedded system :

Embedded system  concepts, pumpose of Embedded Systema, Architecture ol

Q0 Embedded Process, PIC, ARM, AVR, ASIC

Embadded  Systems,

24 EMDATAET SYBIBM ....viviverinsssassmns o ssnssss e s b s50hm s a8 TR R R s
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2.1.2 Embedded Systorm APPUGAION ... wresesrsisiiasismmm s s s i st i 2-2
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—~ deimmmuiwﬂwwcm“
typical samples of this,

- Anymmnin;aqui;mrniuwdinu:nndimdmnmn
for monitoring  without slorage functionality also
comes below this category.

- Smmtwsymmmthcguwmfm
MMW@SMnymimptmn
built-in cache memory for storing the gathered data.
Sonoflhmgwhmumﬁngﬂﬂm
of the collected info by visual (graphicaliquantitative)
or audible means using display clements. Examples
n:msuﬁngimumwithw:mnmud
in medical applications,

~  Certain embedded systems store the info and cannolt
provide a representation of an equivalent o the user,
whereas the info is employed for intemal processing.

~ A camera may be a typical example of an embedded

system with data collection/storage/ representation of
knowledge.

- Images are captured and the captured image may be

stored within the memory of the camera. The capured
graphic LCD unit.

2-3

|w: ~

{mtftﬂ!l‘lﬁ of a0 equivaiens 10 awther sysens i
o e

remote iy
The tranamission " camied cuther by 4 UYL
medium or b a wire lee medmm  of A s

Wire-line mediom was the foremost common choier
alogether olden days embedided Sy uems

- As techaology is changing, wircless mediom
becoming the defacto  standacd
communication in embedded systems

= A wircless medium offers cheaper  comnectiviry
solutions and make the commumication link free from
the effort of wire bundies. Data can be transmited
either by analog means or by digital means

=~ The data gathering embedded terminal itself can
incorpocaie digital commumcation umits ke wirekess
modules (Bluetooth, ZigBee, Wi-Fi, EDGE,
GPRS. cxc) or wire-line modules (RS-232C, USH,
TCPAP, P51, et )

= Cenmun embedded systems act as a  dedicated
transmussion unit between the sending and recerving
data packetizing, encrypting and decrypling. ;

-~ Network. bhubs. mouters, swilches. elc. are typical
samples of dedicated data transmission embedded
systoms.

~  They act s mediators in data commumcation and
provide vanous features like data secunity, monitonng
eic.

Data (Signal) Processing

- As mentioned earlicr, the data (voice, image, video,
cke-Mcal signals and other measursble quantities)
collected by embedded systems may be used for
various kinds of data processing. ‘
Embedded systems with signal  poocessing
performances arc joined in applications. challeagping
signal processing like synthesis, sudio video codec.
transmission applications, ¢ic. -
A digit element may be a typical
digital hearing g DO

R -

for d|‘,v.‘_;




ided systems falling below this category are

scifically designed for monitoring purpose.
Almost all embedded products coming below the
medical domain are with monitoring performances

only. They are used for finding the state of some
variables using input sensors. They cannot forces

control over variables.

A very exemplar is that the clectro cardiogram (ECG)
machine for monitoring the heartheat of a patient,

—  The machine is build to do (he monitoring of the
heartbeat. It cannot forces control over the heartbeat,
The sensors used in ECG are the difterent electrodes
which are connected to the patient's body.

Some other samples of cmbedded systems
monitoring function are computation instruments like
digital CRO, digital multimeters, logic analyzers, etc,
used in Control & Instrumentation applications. They
are used for knowing (monitoring) the status of fow
variables like current, voltage etc. They cannot control

the variables in turn.

with

Controls
Embedded systems with control functionalities impase
control  over some variables consistent with the
changes in input variables,
A system with manage working contains
and actuators.

Sensors are joined 1o the input port for collecting the
in environmental variable or computing

5.

both sensors

changes
variable.

—  The actuators connected to the output port are managed
consistent with the changes in input variable to place
an impression on the managing variable to bring the
Mmanaged variable to the specified ran ge.
Air conditioner system utilized in our home to regulate
the space temperature o a specified limit may be a
typical example for embedded System for contro]
Purpose.  An  air-conditioned contains an area

lemperature-sensing element (sensor) which can be 4

Xin,

thermistor and a handheld unit for fi s'(fwi%} m- iy
’ \ Emer.

specified temperature.
The handheld unit could also be connecreq by ﬁs;:
central embedded unit residing inside t sz
conditioning through a wireless link or through a4, i
link. The air compressor unit FSO2Inflift acyg ™ - i
actuator. oAy
The compressor is controlled according to iy The
room temperature and the desire temperatire set by g 08
uscr. 2= ll'ln[“
Here the input variable is that the current tempera, sys
and therefore the controlled variable is additionauy L!x eXC
Space temperature. - In
oft

The managing variable is cool air flow by th

COMPressor unit,

If the controlled variable and input variable are not g
the same value, the controlling variable tries 1y
equalize them through taking actions on the cool i

flow.

6. Application Specific User Interface

These are embedded systems with application-specific
based on user coherence like buttons, switches,
keypad, lights, bells, display units etc.

Mobile phone is an example for this. In mobile the
interface is provided through the keypad, graphic LCD

module, system speaker, vibration alert, etc.

= 214 Typical Architecture of an
Embedded System
Embedded s

ystm
Software

| Embeddedos




- The embedded hardware  mainiy

= The embedded sofiware usually include

Embeddad
the surfice and output the Pﬁk‘ming results %

same form,

The input conld slso be fn ergonomic device (such as a

keyboard, mouse, or touch Screen) or the output of g
SENSOr CLICUt in another embedded syster.

contains  the
Processor, memory, bus, peripheral devices, 1/0 ports,
and various controljers. "

trollers = The output could also be within the sort of sound, light,

S the embedded electricity, or another analog signal, or & record or file
OS and various applications, for a database.
[nput and output are characteristics of any open
system, and therefore the embedded system is not any
exception. The basic computer - system components
! Croprocessor, memory, and input and output modules are
In the embedded system. the hardware and software | T ORTOCERSOn i p _ 5
interconnected by a syswem bus in order for all the parts to

Typical Hardware Architecture

often collaborate to affect various imput signals from s =
communicate and execute a program (see Fig. 2.1.2),

CPU (Microprocessor) =¥

Register System bus il )

Instructions
; Instructions

1O modules

Data

Fig. 2.1.2 : Typical Hardware Architecture

general comp i ! - instructions, and process data.
-purpose uter: control machine operation, execute instru

: many cases, the microprocessor in an embedded system is additionally called the CPU. M
o Y . an:i data. /O modules are liable for the info exchange between the processor,
instructions

emory is used to store
memory, and externdl

evi b ipment, and
devices. : hard disk), communications equipme
. 1 T devices (such as flash and b :
External devices include auxiliary storage
e T Wi . and VO
al equipment. nication and transmission for the processor, memory,

The system bus gives data and controls signal commu




H Emer. Trends in Comp.

X 2.1.4.1 Von Neumann Architecture

& Infor, Tech. (MSBTE Sem. 6) _

. e by John von Neumgy a
Von Neumann architecture (also referred Lo as Princeton architecture) was first proposed by nn,

: i se an equivalent memory: thap, |
~  The most important feature of this architecture is that the software énd dﬂtaz 11133} q 8
program is data, and therefore the data is that the program’ (as shown in Fig. 2.1.

’E Instructions regblnr

Controller

n

|

Al

Data channel | -

R Oul;pl.ll

CPU

Instruction

Instruction 2

Instruction 3

o e
" Data0
Data 1
Data 2

—)

Data 3

Fig. 213 : Von Neumann Architecture

— Inthe von Neumann architecture, an instruction and data share an
knowledge becomes the block of computer performance and affects
the von Neumann block. In reality, cache and branch-prediction technology

W 2.1.4.2 Harvard Architecture

— Compared with the von Neumann

—_—

Tech-Neo Publicatons...._ Whore dodpors o

architecture, a Harvard architecture
processor has 2 main features.
First, instructions and data are stored in
2 different memory  modules;
instructions and data don't coexist in the
same module. Second, twg inter
dependent buses are used as specialized
communication paths in between the
CPU and memory; there's no connection
in between the 2 buges,
The Harvard architecture is shown in
Fig.2.14.

The Harvard architecture was first named after the Harvard Mark computer.

equivalent bus. In this architecture, the transfer of
on the speed of data processing; so, it's often called -
can be effectively resolving this problem,

;

Address Instruction 0
Instruction 1
. Instruction 2
Instruction Instruction 3

Input Address i Data 0

Data 1

> Data 2

 Fig- 2.1.4 : Harvard Architecture
- 1'-‘ﬁ—---._________
mnovation
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—  Because the Harvarg architecture has different program
memory and data MEmory, it can give preater data-
memory bandwidth, making it the perfect choice for

digital signal processing.

—  Most systemns mainly designed for digital signal

7

Types of Processaors

.fi\
’i
A

——

A processor performs

the cycles of feic
g ) ! elch and perfo:
the instructions in the performs

SAME sequence as they're fetched

from memory.

ssi -
PIOCEsSsSINg (0 adopt the Harvard architecture. Processors can be of the following categories —

= The von Neumann architecture  functions simple | ~
hardware design and flexible program and data storage
and is typically the one chosen for COMMON-purpose
and most embedded systems.

- To efficiently perform memory readsiwrites, the
processor isn't directly connected 1o the most memory,
but to the cache,

~  Commonly, the sole difference between the Harvard
architecture and therefore the wvon Neumann

architecture is singlc or dual L1 cache. -

-~ In the Harvard architecture, the L1 cache is usually
divided into an instruction cache (I cache) and a
knowledge cache (D cache), but the von Neumann
architecture features a single cache.

™ 2.1.5 Embedded Processors

Processor is the heart of an embedded system. It is the
essential unit that takes inputs and produces an output after
processing the info. For an cmbedded system designer, it's
necessary to possess the knowledge of both microprocessors

and microcontrollers.

Processors in a System

A processor has two essential units —
—  Program Flow Control Unit (CU)
~  Execution Unit (EU)

_  The CU contains a fetch unit fo

from the memory.
The EU has circuits that implement the statements

r collecting instructions

—  Earlier generation MiCTOProcessors’

General Purpose Processor (GPP)

(a) Microprocessor

(b) Microcontroller

(¢) Embedded Processor

(d) Digital Signal Processor

(e) Media Processor

Apphlication Specific System Processor (ASSP)
Application Specific Instruction Processors (ASIPs)
GPP core(s) or ASIP core(s) on either an Application
Specific Integrated Circuit or a Very Large Scale

Integration circuit.

Microprocessor

A microprocessor may be a onc single VL3I chip
having a CPU.

In additionally, it's going (o have other units like
caches, floating point processing AU and pipelining
units that help in rapid execution of statements.
gather-and-
perform cycle was directed by a clock frequency of
order of ~1 MHz. Processors now work at a clock

frequency of 2GHz

Microcontroller
A microcontroller may be a single-chip VLSI unit (also

called microcomputer).
Microcontrollers  are  particularly employing
embedded systems for real-time control applications
with on-chip program memory and devices.

mn

concerning data transfer operation and convert from il vt

one form to another. b etic and Logical Unit | — Peripheral Interface Controller (PFC) is mf::d
T :im nl!:?s I.hem:u:;m execute instructions dwgned by a Microchip: PIC microcon

i‘::L:n p;::rmn control task like intefrupt, or jump t0 and straightforward. i

different s_etofinm;:m‘;,wf - S




iy TE Sem. 8 28 0ot
. 8] e 1ronds in Comp. & infor. Tech. ‘”s"_—'—-—_,:dmm
- = . - RISC processors Ay,
. traightforward 10 %,
The ease of programming and straigh lhy E_w

of sorts of computer stalements in orde, %

. - : C becomes ;
LA fﬂlh s ek 15 will operate at a betier speed, ""c'r})mllg exy, 24 How
suecessful microcontroller. . statements per second. By Stripping o gy L
: = We know that microcontroller is an intch:lL;:;;‘;{J statements and oplimizing pathway-s, RIS phg' a) 4
which is consists of RAM, ROM, CPU, an : give excellent performance at & neighbourhy,, Ans.
and COUNTERS. facility demand of CISC actions.
— The PIC may be a mchconanler which al-;o -:‘onsmts _ AR praas S ozl s cusmfmr ﬂfq.v-_.g- 5 i
of RAM, ROM, CPU, timer, counter, ADC (analog to devices like smart phones, tablets, multimed;, %
o igits rter). . : . ' |
:lﬁjrd;?nvcne:;}lnhc ‘ﬁlg: l(t:manm:rfn;:zr: r.::r and other mobile devices, like wearable. B'—‘L‘au,.: :
o e : instruction set, they haye .
example CAN, SPl, UART for coherence with e e i B
Sk il i transistors. which enable a smaller dic size of . c)
tional peripherals. -
integrated circuitry (IC). d)
. - - " h 1 und .
PIC always wont to change Harvard architecture e footisons, Smalier 026 ecuced diffc e

also supports RISC by the abo intain requirement ; 3
ST S : and lower power spending makes them Suitable ¢

RISC and Harvard we will simply that PIC is quicker ety ettt e a6 W

- ViCes. 3
than the 8051 based controllers which is ready from AR ey 2
Von-Newman architccture. MW 2.2 Multiple Choice Questions for ci
AVR Microcontroller Online Exam a
: L b

= AVR microcontroller was developed by Atmel Q 1 Name the processor which helps in floatir.
Corporation within the year of 1996, point calculations. ;
= The constructional design of AVR was developed by a) wmicreprocessor ;

the Alf-Egil Bogen and Vegard Wollan. AVR derives b y p ‘
its name from its developers and stands for Alf-Egil Doy 5 e

Bogen Vegard Wollan RISC microcontroller, also €) coprocessor Q7
referred to as Advanced Virtual RISC. d) controller
AVR Mierocontrollers are Available in three Categories: Ans. : (¢)

~  TinyAVR : Less memory, small size, appropriate only Q.2  Which is the coprocessor of 80862
for simpler applications

~  MegaAVR : These are the mainly popular ones having

an quantity of memory (up to 256 KB), higher no of

inbuilt peripherals and appropriate for moderate 1o ARs. : ()
complex applications.

=~ XmegaAVR : utilized in commercial for complex

applications, which require large program memory and

a) 8087 b) sosgs
c) 8086 d) 8cso

Q3  Which of the following processors e @ 8
perform exponential,  logarithmic  and
trigonometric funetions?

high speed.
a) 2086 b) sog7
ARM Processor
¢) 80so d) gogsg
- AnARMpmccssorisﬂddiﬁnnaUymemmngafamﬂy Ans. : (b)
of CPUs supported the RISC architecture developed by
Advanced RISC Machines. T

——



At ll:' Emer. Trends in Somp. & infor. Tech, (MSBTE Sem._ &) 2.9
'm.nl Q4 How wmany spaek register does an gog7 Q.7  Which o 5 = __.hzsvsm
Quiy have? N of the following posseccy =
Eull"r. e . architecture > a dasc
oy, )8 O 16 d) 32 &) MCezo20
) ARC P
- Q5 "W‘hrch one of the following offers CPUs as €) Atmel AVR
5 It integrated memory or peripheral interfaces? d) Blackfin
4 i a) Microcontroller Ans. : (a)
Of
- b) Microprocessor
& Q. 10 Which of the following is a Risc
thy €) Embedded system architecture?
d) Memory system a) 80286é
Ity ARs. : (a) by MiIps
for o
Q. & Which of the following offers external chips ¢) Zilog Z80
for memory and pevipheral  interface d) 80386 .
circuits? Ans, : (b)
M
NIl Q. 11 Which one of the following is board based
. b) Microprocessor system?
¢) Peripheral system a) Data bus
d) Embedded system b) Address bus
Ans. : (b) ¢) VMEbus
Q. 7  Which of the following offers extermal chips ) MA bus -
for wmemory and peripheral interface Ans. : (€)
cireuits? Q. 12 What does CCR stand for?
a) Microcontroller a) Condition code register
b) Microprocessor b) Computing code register
¢) Peripheral system ¢) Complex code register
d) Embedded system d) Code control register
Ans. : (d) Ars. : (a)
Q 8 What is CISC? Q 13 Which one of the following e
a) Computing instruction set complex asynchronous communication channel
b) Complex instruction set computing a) SPI b) MUDs
¢) Complimentary instruction set computing ¢) Moo d) VoI
d) Complex instruction set complementary Ars. : (a)
Anrs. : (b)
Al e
A SACHIN SHAH Veatare







Q 23 Wihich of the following statements are true

MSHTE Sem. @)

=11

for von Neumann architecture ?
a) shared bus between the program memory
and data memory

bus  between
mMemory and data ML MOy

b) separate

the program

€) extermal bus for program memory and

d-dtd Wmc!r;f

d) exterwal bus for data memory only
Ans : (a)

What is CAM stands for?

a) content -addressable MeEmory

b) compiex addressable memory

£) computing addressable memory
d) concurrently addressable PEOrY
Ans. : (a)

Which of the following are header files?
b) file
d) proe()

a) #include
c) struct()
Ans. : (a)
Which of the following gives the final control
to the programmer?

a) linker b) compiler

¢) locater d) simulator

Anrs. : (a)

E i) G pytarna
Q.27 Which of tha ful OWing can  dettro, :::
BECUTACY im The algoritiumg ? ‘
a) d!ld-’i B) drvor e )
e) muwup! ) ey .
Arg. : (a)
Q 2% Which of the followimg s replaced with the

absolute addressing mode”?

a) relative addressing mode

b) protective addressing mode
¢) wirtual addressing mode

d) tewporary addressing mode

Ars. : (a)

Q. 29 What s the main purpose of the memary

management unit?

a) address transiation

b) large storage

¢) reduce the size

d) prowvides address space

Ans. : (a)

"~

Q. 30 Which of the following provides stability to

the multitasking system?

a) memory b) DRAM
¢) SRAM d) Mewory partitioning

Ars. : (a)
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. 3.1.1 Introduction

Internet of Things (loT) comprises things that have
unique identities and are connected to the Internel.

While many existing devices, such as networked
computers or 4G-enabled mobile phones, already have
some form of unique identities and are also connected
to the Internet, the focus on 1oT is in the configuration,
control and networking via the Internetl of devices or

“things” that are traditionally not associated with the

Internet.

—  These include devices such as thermostats, utility
meters, a Bluetooth-connected headset, irrigation
pumps and sensors, or control circuits for an electric
car's engine.

— Internet of Things is a new revolution in the

capabilities of the endpoints that are connected to the

Internet, and is being driven by the advancements in

capabilities (in combination with lower costs) in sensor

networks, mobile devices, and wircless
communications, networking and cloud technologies.

—  Expens forecast that by the year 2020 there’ll be a
complete of fifty billion devices/things connected to
the web. Therefore, the major industry players are
excited by the prospects of new markets for their
products.

—= The products include hardware and software
components for IoT endpoints, hubs, or control centres
of the 1oT universe.

~  The scope of IoT is not limited to just connmecting
things (devices, appliances. machines) to the Internet.

= IoT allows these things to communicate and exchange

data (control & information that could include data

associated with users) while executing meaningful
applications towards a common user or machine goal.

= Data itself does not have a meaning until it is

contextualized processed into useful information,

=  Applications on IoT networks extract and create

—

Emef 1
contextualizing i d&lﬂ-. b fher v Self-Acce
This information obtained 18 Organize :

t |

s infer kmwledgc about the S¥slem % P 10T L'lEN'-I;

structured o I : oy g

[ 3 vironment, and it Operatio, i

i ; allowi based o

Progress iowards ‘its ‘objecuves, AIOWIE A aq, L ee ¢

s consider

’ .o to the data, a context is added, W of Surve

To give meaning " o
i is example can be that each tuple in g

lbipe nd humidity me based ¢
a a5

represents the temperature » o

: : ed we know
every minute. With this context add A resolu
measured data tuple,

meaning (or information) of the 24
Further information is obtained by categorizy, Surve
condensing or processing this data. For example i, cont
average temperature and humidity readings for last fi, —  Self
minutes are obtained by averaging the last five da, ;i:
tuples. pt
The mext step is to organize the information an de
understand the relationships between pieces P
information to infer knowledge which can be put ink ne
action, p»
1

|

For example an alert is raised if the averag =
temperature in last five minutes exceeds 120E and this
alert may be conditioned on the user's geographicy
position as well.
3.1.2 Definition and Characteristics of
loT Internet of Things (loT) has o
been Defined as
Definition world  network
infrastructure with self-configuring capabilitits
based on norm and compatible communication
protocols wherever physical and virtual wmateris
that have identities, physical attributes, ant
virtual  personalities and  use intelligen
interfaces, and are seamlessly integrated int
the data network, usually  communicats
information related to usere and th'
environments,

A dynamic

Let us examine this definition of JoT further t0
some of the terms into perspective.

information from lower level data
Teb NPl =1 tOVe! dita by filtering,
Tﬁhmﬂm_%.lmmm

_____...-’
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-4 loT

1 Self-Accommodate

11 devices and By slem
adapt with the
based on their

oy have the Capucity 10
vhinging contexts and (pke
opermting conditiony

Liger's context or SEnse

IS

4 d environmem, For example
sonsider Vol : =
consider a surveillnnce system comprising of a number

ol surveillance camergs, The surveillance CIMEras Can

adapt their modes (1o normal or infra-red night modes)

itis day or night
Cameras mipght swite

resolution modes

based on whethe

h from lower resolution to higher
once any motion is detected and alen
NCr cameras 1o (ry to a similar, In (his example
surveillance system s

the
adapting itself based on the
context and changing (e.g., dynamic) conditions,
Self-Composition: 10T  devices may have self-
composition capability, allowing a large number of
devices 0 work together 10 provide certain
functionality (such as weather monitoring). These
devices have the ability configure themselves (in
association with the loT infrastructure), setup the
networking, and fetch latest software upgrades with
minimal manual or user intervention.

Interoperable Communication Protocols: loT devices
may be compatible with a number of communication
protocols and may communicate with many devices
and also with the infrastruciure. We describe some of
the commonly used communication protocols and
models in later sections.

Each IoT device has a unique identity and a unique
identifier (such as an IP address or a URI),

JoT systems may have intelligent inwrfaccs.. whjlch
adapt based on the context; allow comimun icating with
users and the environmental ONEXLS.

IoT device interfaces allow users [0 query the dcvim.s'
monitor their status, and control them remotely 1n
association with the control, configuration and

management infrastructure.

tegrated into the information

IoT devices are usually in m o communicate and

network that allows the

™ 3.1.341

[
l Jafinitian and Charactarstics of laT
ol device: can he
28 Ci dynamical}
g . ally discover
network, by other devices andior the neg e, G
the capability gt

=i 0 describe  themselyves
characteristics) 1o Other device i

wk, and have

(and  theijr
I: 5 Or user applications
or example a weather monionng node ¢

its monitoring capabilities (o another con
50 that they can communicate and exchange dar
Integration into the information network rmpsdl‘lln
making loT systems “smarter” due to the collective
intelligence of the individual devices in -.‘ql'!am\mln.r;.
with the infrastructure.

an describe
nected node

Thus, the data from a large number of connected
weather monitoring IoT nodes can be aggregated and
analyzed to predict the weather,

7. 3.1.3 Physical Design of loT

Things in loT

The “Things™ in 10T usually refers 1o IoT devices
which have unique identities and can perform remote
sensing, actuating and monitoring capabilities.

IoT devices can exchange data with other connected
devices and applications (directly or indirectly), or
collect data from other deyvices and process the data
either locally or send the data to centralized servers or
cloud-based application back-ends for processing the
data, or perform some tasks locally and other tasks
within the IoT infrastructure, based on temporal and
space  constraints  (ie, memory.  processing
capabilities, communication latencies and speeds, and
deadlines).

An 1oT device may consist of several interfaces for
connections to other devices, both wired and wireless.

These embrace (i) 1O interfaces for sensors,
(i) interfaces for Internet connectivity, (ili) memory
and storage interfaces and (iv) audio/video interfaces
shows in the Fig. 3.1.1.

_  An IoT device can collect various types of data from

the on-board or attached sensors, such as (emperare,
humidity, and light intensity.

—  The sensed data can be communicated either to other

devices or clond-based servers/storage.

[oT devices can be connected to actuators that aﬂ?w
them to interact with other physical entitics Eim!udmg
non-loT devices and systems) in the vicinity of the

device.

n A s
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i il
For example, a relay switch connected to a IoT device can

an appliance on/off based on the command; ...
m

3 IoT device over the Internet, e < ; eF 80211 -
e - . e B .
, Audio/Video o ‘ _  EEE®
.. Connectivity Procassor Interface fg:mm. oic.) g
- extensh
2 S
8021
80211
opera
the 6
Memory Interfaces Graphics Storaga Interface
. . Thes
MMC are
. weh
= BO0-
Fig. 3.1.1 : Generic Block Diagram of an 10T device IE
stz
= IoT devices can also be of varied types, for instance, (such as a coaxial cable). Let us now look at some link 1a
wearable sensors, smart watches, LED lights, layer protocols which are relevant in the context of lot ds
automobiles and industrial machines. 5 802.3 - Ethernet _ean
~  Almost all oT devices generate information in some )
type or the opposite that oncé processed by information | —  IEEE 802.3 is a collection of wired Ethemnet standards !
analytics systems ends up in helpful data to guide for the link layer.
additional actions domestically or remotely, — For example 8023 is the standard for 10BASES
—  For instance, device information generated by a soil Ethernet that uses coaxial cable as a shared medium —

Wel monitor in a garden, once processed will facilitate
in decisive the optimum watering schedules.

™ 3132 loT Protocols
¥ Link Layer

— Link layer protocols determine how the data is
physically sent over the network's physical layer or
medium (e.g., cropper wire, coaxial cable, or a radio
wave),

= The scope of the link layer is the local network
connection to which host is attached. Hosts on the

same link exchange data Packets over the link layer
using link layer protocols, Link layer determines how
dmpacketsammdedandsignaﬂedbyth:hardware
cbvﬁeoverthemediumtowhichﬂlchostisattached

i , on the IEEE 802.3 work; :
e s Wi ot g O W23 Working group websie
A SACHIN SHAH Vests™

802.3.i is the standard for 10BASE-T Ethernet over
copper twisted-pair connections, 802.3.j is the standar
for 10BASE-F Ethernet over fiber Optic connections
802.3a¢ is the standard for 10 Gbit/s Ethernet over
fiber, and so on.

= These standards provide data rates from 10 Mb/s o &
Gbh and higher.

—  The shared medium in Ethernet can be a coaxial cable
twisted-pair wire or an optical fiber.

—  The shared medium (i.e. broadcast medium) carries the
communication for al] the devices on the network, the:
data sent by one device can received by all devices
subject to propagation conditions and transceive
Capabilities,

= The specifications of the 802.3 standards are availsbt

I ——
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EEO802.11 - Wwh

i IEEE BO2.1) | -
i wll s & collection of Wireless local
- + arca
etw . (WLAN) COmmunication sMandards, inclodi
exmensive descriplion of the link ' ks

layer
- Fore 2
i Ix:\::: m: Operaies in the S GHz band
1. 802.11g OpcTale in the 2.4 GHz band
S02.11 » operates in the 2.4/5 GHz bands. 802.1 1
- . i "y
operates in the 5 GHz band and BO2.1 1ad operates in
the 60 GHz band.
- These standards provide data rates
6.75 Gb/s. The specifications of
are available on the IEEE
website.

Ila

from | Mb/s 1o upto
the 802.11 standards
802.11 wtyrkmg group

¥ B02.16 - WiMax

[EEE 802.16 is a collection of wircless broadband
standards. Including extensive descriptions for the link
layer (also called WiMax). WiMax standards provide
data rates from 1.5 Mb/s to 1 Gb/s.

—  The recent update (802, 16m) provides data rates of 100

Mbit/s for mobile stations and 1 Ghil/s for fixed
~  The specifications of the 802.1] standards are readily
available on the IEEE 802.16 working group website.

5 802.15.4 -LR-WPAN

[EEE 802.15.4 is a collection of standards for low -rate
wircless personal area networks (LR-WPANs) These
standards form the basis of specifications for high level
communication protocols such as ZigBee.
LR-WPAN standards provide data rates from 40 Kb/s
250 Kbvs. These standards provide low-cost and loa
speed communication for pOwer constrained devices.
The .pwiﬁcuicns of the B802.154 unudafds' arc
svailable on the IEEE 802.15 working group website.

30
T . Dany
e —— WEM ) {,Mumm_‘li “r

EEnevation (4¢;

nindmg | 11 a1 .
these standard. - foviem | S cn
A T TR age — g )
Betworks. Data rates for these Sy
b T 3
Khis (Tor 20 W e i W, o,
. ) Mhis (1 e A} -
available from the MOPP webio. N
¥¥  NetworkAnternet Layer
- The network layers are responsible for wending of
g of |
datagram from the source network W the destination
network. This layer performs the hou addressng and
packet routing.

~  The datagram cootain the source and destination
addresses which arc used 10 route them from the source
10 destination across multiple networks.,  Host
ilentification is completed exploittion graded science
addressing schemes like [Pv4 or IPvé

EF iPva

Internet  Protocol version 4 (IPvd) is the most
deployed Internet protocol that is used to identify the
devices on a network using a hierarchical addressing
wheme

~ P4 uses a 32-bit address scheme that allows total of
2% or 4204967206 addresses. As more and more
devices got connected (o the Intermet these addresses
got exhausted in the year 2011 [Pvd has been
succeeded by [Pve
The [P protocols establish cosnections on pucket
petworks but do not guarantee delivery of packets.
Guaranteed delivery and data integnty are handled by
the upper layer protwcols (such as TCP). 1Pvd s
formally described in REC 791

= Pvé

wmvmmmmumwm
aflnm!elpmuxolmdmmwlhd.lﬁbm
128-bit address scheme thal allows total of 21128 o
34 x Iﬂ]ﬁml?ﬂisfunullymnbﬂim

REC 2460.

& GLoWPAN

GLOWPAN (IPV6 over Low power Wireless Periced

the low-power deviees

Area Networks) brings [P protocol ©

muwwmw/
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The transport layer protocols give end-to-end message
sansfer capability freelance of the underlying network.
The message transfer capability can be set up on
connections either using handshakes (as in TCP) or
without handshakes/acknowledgements (as in UDP).
The transport layer provides functions such as error
control, segmentation, flow control and congestion

_

control.
& TCP

—  Transmission Control Protocol (TCP) is the most
widely used transport layer protocol, that is used by
web browsers (along with HITTT: HTTPS application
layer protocols) email programs (SMTP application
layer protocol) and file transfer (FTP).

— TCP is a connection oriented and stateful protocol.
While IP protocol deals with sending packets. TCP
ensures reliable transmission of packets in-order.

= TCP also provides error detection capability so that
duplicate packets can be discarded and lost packets are
retransmitied.

—  The How control capability of TCP ensures that rate at
which the sender sends the data is not too high for the
receiver Lo process.

— The congestion control capability of TCP helps in
avoiding network congestion and congestion collapse
which can lead to degradation of network performance.

TCP is described in RFC 793.

& UDP

=  Unlike TCP which requires carrying out an initial setup
procedure.

= UDP is a connectionless protocol. UDP is useful for
time-sensitive applications that have very small data
units to exchange and do not want the overhead of
connection setup.

UDP is a transaction oriented and stateless protocol.

UDP does not provide guaranteed delivery, ordering of |

Mmessages and duplicate elimination,

3-7
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an ensure reliak| |
. f protocols ¢ € duy.
Higher levels © , I e
i g jons created are reliabje U, Emergin
or ensu £

i in RFC 768. transfer
described -
Application layer e
Application layer protocols define how the applicy; . comm

: rotocols 1o send (h, , datagr
interface with the lower layer p the 4, e
over the network. o e
The aPPlication data, lyplcaﬂy n €S, l? Tncod?d b DEL
the application layer protocol and c'ncapsu ated 'm t [EFT
transport layer protocol which provides connectioy Gro
transaction oriented commumcatmn‘ovcr the nefwmk_ s
Port numbers are used for application addressing (.
— We
HTTP, port 22 for SSH. efc
example port 80 for po e

Application layer protocols enable process-to-proces <]

connections using ports.

- W

HTTP m
, ., a

Hypertext Transfer Protocol (HTTP) is the application
layer protocol that forms the foundation of the World — ':

Wide Web (WWW). HTTP includes commands such
as GET, PUT, POST, DELETE, HEAD, TRACE, g& |

OPTIONS. etc.

The protocol follows a request-response model where a

client sends requests to a server using the HTTP
commands,

HTTP is a stateless protocol and each HTTP request is
independent of the other requests. An HTTP client cap

be a browser or an application running on the client

(e.g. an application running on an IoT device, a mobile
application or other software).

HTTP protocol uses Universal Resource Identifiers
(URIs) to identify HTTP resources, HTTP is described
in RFC 2616. :

CoAP

Constrained Application Protoco) (CoAP) is an
application layer protocol for




n y
i,
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laT llullmur,m and Charactanstios ot g7

transfe .
fer protocol and uses a request-response model:
1H

however it runs on Wop of UDP instead of TCP,
CoAP uses g client-server u‘n:hil::cmre
communicate  with geryers using
datagrams. CoAP js designed to e
HTTP. Like HTTP.

where clients
connectionless

asily interface with

== CoAP supports methods such as GET, PUT, POST and
DELETE. CoAP draft specifications are available on

IEFT Constrained environments (CORE) Working
Group website.

& Web Socket

- Web Socket full-duplex

communication over a single socket connection for
sending messages between client and server.

protocol allows

—  Web Socket is based on TCP and allows streams of
messages to he sent back and forth between the client
and server while keeping the TCP connection open,

= The client can be a browser, a mobile application or an
[0T device. Web Socket is described in RFC 6455.

= MQTT

—  Message Queue Telemetry Transport (MQTT) is a
light-weight messaging protocol based on the publish-
subscribe model.

~  MQTT uses a client-server architecture where the
client (such as an IoT device) connects to the server
(also called MQTT Broker) and publishes messages [0
topics on the server.

—  The broker forwards the messages to the clients
subscribed to topics, MQTT is compatible for strained
environments wherever the devices have restricted
process and memory resources and also the network
information measure is low. MQTT specifications are

available on IBM developer Works.

= XMPP
- Extensible Messaging and Presence Protocol '(J(ldPP)
| for real-time communication and

'm a D R
streaming XML data between ngIWo:k entities.

XMPP -

POwers wide .
. ' e range of applications ml.:hlll'lllg
MESsapIng, presence, o } :
o Galn ‘-Ynlhl..ill("l, amng, muly
. . ¥ A
party chal and Yoice/video cally

XMPP allows sending small chunks of XML, data {

one network entity Lo another in ne

romm
ar real-time. XMpp

15 a decentralized protocol and uses client server

architecture,

XMPP supports both client-to-server and server-to
server communication paths. In the context of IoT.
XMPP allows real-time communication between loT

devices. XMPP i3 described in REC 6120
DOS

Data Distribution Service (DDS) is a data-centric

middleware standard for device-to-device or machine-

to-machine eommunication,

DDS uses a publish-subscribe model where publishers
(¢.g. devices that generate data) create topics to which
subscribers (e.g.. devices that want to consume data)
can subscribe,

Publisher is an object responsible for data distribution
and the subscriber is
published data DDS provides quality-of-service (QoS)
control and configurable reliability. DDS is described
in  Object Management Group (OMG) DDS
specification.

responsible for receiving

AMQP

- Advanced Message Queuing Protocol (AMQP) is an

open application layer protocol for business messaging.

- AMQP supports both point-to-point and publisher /

subscriber models, routing and gqueuing.

-~ AMQP brokers receive messages from publishers

(e.g. devices or applications that generate data) and
route them over connections 0
(applications that process data).

—  Publishers publish the messages to exchanges which

then distribute message copies to queues.

—~  Messages arc cither delivered by the broker to the

consumers which have subscribed to the queues of the
consumers can pull the messages from the queues.

AMQP specification is available on the AMQP
working group website.
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Publish-Subseribe | N
ublish-Subseribe is a communteation wode! that nvolves publishers, brokers and consumers. Publishers are the
source of data. Publixhers sond the info o the topies whivh are numnaged by the broker
Publizhers are not aware of the constimers., Consumerns subseribe 1o the oplos whieh s managed by (he broker. When
the broker receives data for a subject from the publisher,
[

It sends the data 1 all the subsoribed consumers, Fig. 314 shows the publisher-broker-consumer (nteractions in the
publish-subscribe model.

Putlisher Froker
Clonsumer - 1

Tople-1
Subscribers:

Consumer 1, - |
Consumaer | '
ANl Conaumer - 2

Tople-2
Subsoribers: N
Conaumar 3

Sends messages
o topics

Consumar - 3

il

LM ERETR

Fig. L14: Pablish-Suhscribe commpnication model

Push-Pull

Push-Pull is a communicaton model in whi

ch the data producers push the data to quenes and the consumerns pull the

et be aware of the consumers. Queues help in decoupling the mossaging in between the
Producers do not need to he dREE

R ich helps in situations when there is a mismatch betwean the rate at whic “
gl 11,8 shows tho publisher-quene-Consut

h the

data and the rare al which the consumers pull data. Fig.
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in the push-pull model. e RN SEAN
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loT t:ommunication APls KX Cache-able

In the previoys :
L - . - Cac :
cion you Jearned about various ache comstraint requires that the dats within o
a

communication models. In this section you will leam shout response to a request be implicitly or explicitiy kil
two specific communication APls which are used in the as cache-able or non-cache-able,
examples in this book. If a response 15 cache-able, then a client cache is given
the proper to reuse that response data for later
™. 3.1.4.3.1 REST-based Communication equivalent requests.
APls Caching can partially or completely eliminate some
nteractions and improve efficiency and scalability A

= Representational State Transfer (REST) is a set of | " Layered System

4 -
architectural principles by which vou ¢ i ' '
PN 3 you can design web Layered system constraint, constrains the behaviour of
services and web APIs that focus on a system's components such that each component cannot see
resources and how resource states are addressed and beyond the immediate Jayer with which they are
transferred. interacting.
REST API folk — “or example a client cannot tell whether it's connected
=" 8 ollow the 51~ ‘ ;
requesi-response on to the top server or to an intermediary along the
communication model described in previous section. way.
~ The REST architectural eclements apply to the | = System scalability can he improved by allowing »

s ] jaries snd (o requests instead of the end
components, connectors and data elements, inside a intermediaries to respe q i

— . g server without the client having to do anything
distributed hypermedia. The REST architectural

different.

constraints are as follows :
£ Uniform Interface

& Client-Server

—  Uniform Interface constraint requires that the method

The principle behind the client-server constraint is the of communication between a client and a server must

be uniform.
RIS sre —  Resources are identified in the requests (by URIs in
~  Par example, clients should not be concermed with the web based systems) and are themselves separate from .
storage of data which is a concern of the server. the representations of the resources that are refumed (©

the client.
—  When o client holds a representation of a resource it
has all the information required to update or delelc the

-~ Similarly, the server should not be concerned about the

user interface which is a concern of the client.

Separation allows client and server 0 be feppmaenty resource (provided the client has required permissions).
developed and updated. ~  Each message includes enough information to explain
the way to process the message.
I Stateless

8% Cade on demand
Every request from client t© server must have all the

w’[ lw 0 Hﬂdmﬂmm
" t mﬂ‘d 'M mml i . : :
ymadwnmmmthcwwl-lhe session climts:oeuculemthcircmumemmmEthcmiy

m:wmkhlroﬂm_’__df_’“___.——— one thar = o2 4 SACHIN SHAH Veature
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Servers can provide executable code or scripts for
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Eﬁ Chont a Q EM
— : . UPDATE of DELETE,
mﬁ“j&%&ﬂ or XML) ™ N 345 ot
\] KT is cna
(JSON or XML) wircless sey
Respone? ~~ analytics, ¢
Request (GET, PUT, UmE orDELETE, architecture
with payload EH : \| mobile Inte
- This sectx
Resource Response (JSON or XML) e | technologi
w 3.1.541
P - A Wirel
Fig. 3.1.8 : Request-response model by REg; distribute
monitor 1
A 3.1.4.3.2 WebSocket-based — AWEN
Fig. 3.1.7 : Communication with REST APIs Communication APls & ESGEd
=L - = to them.
= WARESIE ki sevvice lp ». “web/APF dplemesied |- o o it APTS allow bi-directional fl] 4,  responsi
with the help of HTTP and REST principles. Fig. 3.1.7 communication between  clients 54 %c; ol
shows the communication in between client and server WebSocket APIs follows the exclusiye —  The co
with the help of REST APIs, communication model described in proyjp,, - Coord
and as shown in Fig. 3.1.8 Unlike request-resn WSN «
- Fig. 3.1.8 how's the interactions in the request- APIs such as REST. F ];T 53:
re odel REST. i catin
SEeNse mEEA e ~  The WebSocket APIs allow full duplex commuic,  nodes
—  Restful web service is a collection of resources which and do not require a new comnection 1o be st which
are represented by URIs. RESTful web API has a base cach message to be sent. WebSocket communc: —  Indoo
URI (e.g. http://example.com/apiftasks/). begins with a connection setup request sen by collec
: client to the server. ofva
—  The clients send requests to these URIs using the )
This request (called ands i
methods defined by the HTTP protocol (e.g., GET, o ( & “WebBockst handshalce) moni
e over HTTP and the server interprets it as an up Sy
L Or - . —
ELETE) request. If the server supports WebSocket protoct! e
— A RESTful web service can support various Internet The server responds to the WebSocket honld  _  gma
media types (EON being the most popular media type response. After the connection is setup. The cliev vari
for RESTful web services). server can send data/messages to each other ' — Sy
g " duplex mode, wal
— IP for Smart Objects Alliance (IPSO Alliance) has o coll
: , WebS ¢ traffic’ ,
published an Application Framework thal defipes ) g ocket APIs reduces the network U‘f‘m van
ncy as there's no overhead ection &
RESTful design for use in IP smart object systems, s g cons i
lermination requests for every message. pro
= WebSocket is suitable for IoT applications L :::
low latency or high throu ghput requirements '
= Tech-Ned
lech-Neo Publications ......... Where Authors iaspire ingovation i e ——r’
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IoT Enabling Technologies

= 16T is enabled by
wireless sensor ne

several technalogies including
;e tworks, cloud Computing, big data
an . o f ] I

ylics, embedded Systems, security protocols and

architectures, communication protocols, web services

mobile Internet, and semantic search engines,
—  This section provides an overview of some of these
technologies which play a key-role in loT,

™ 3.1.51 Wireless Sensor Networks

. (WSN) comprises of
distributed devices with sensors which are used to
monitor the environmental and physical conditions,

— A WSN contains variety of end-nodes and routers and

a coordinator. End nodes have several sensors attached
to them. End nodes can also act as routers. Routers are

responsible for routing the data packets from end-
nodes to the coordinator.

—  The coordinator collects the data from all the nodes.

Coordinator also acts as a gateway that connects the
WSN 1o the Internet. Some examples of WSNs used in
IoT systems are described as follows:

Weather monitoring systems use WSNs in which the

nodes collect temperature, humidity and other data,

which is aggregated and’analyzed.

Indoor air quality monitoring systems use WSNs to
collect data on the indoor air quality and concentration
of various gases.

Soil moisture monitoring systems use WSNs to
monitor soil moisture at various locations.
Surveillance systems use WSNs for collecting
surveillance data (such as motion detection data)
Smart grids use WSNs for monitoring the grid at
various points,
Structural health monitoring systems Uuse WSNs to
watch the health of structures (buildings, bridges) by
collecting vibration data from sensor nodes deployed at
various points within the structure. :
WSNs are enabled by wircless communication

protocols like IEEE 802. 15.4. ZigBee is onc among the
foremost popular wireless technologies employed by

ZigRee e i
8Bee specificationy are Supponed IHEE 802.15.4
al 2.4 GHz frec

rates upto 250 Kn/

ZigBee operates
e Hency and offers data
S and range from 10 w 100 meters

c y - s
ounting on the lacility output and environmental
%

conditions.

The facility of WSNs lies in their ability o deploy
sizable amount of low-cost and low power r,cn:\m-g
nodes for continuous monitoring of environmental and
physical  conditions, WSNs

networks,

ire sel!'-mganmng_
Since WSNs have sizable amount of nodes, manual
configuration for every node isn't possible.

The self-organizing capability of WSN makes the
network robust. Within the event of failure of some
nodes or addition of latest nodes to the network, the
network can reconfigure itself

3.15.2 Cloud Computing

=  Cloud computing may be a transformative computing

paradigm that involves delivering applications and
services over the web.

—  Cloud computing involves provisioning of computing,

networking and storage resources on demand and
providing these resources as metered services to the
users, during a “pay as you go” model.

—  Cloud computing resources are often provisioned on-

demand by the users, without requiring interactions
with the cloud service provider.

—  The method of provisioning resources is antomated.

~  Cloud computing resources are often accessed over the

network using standard access mechanisms that
provide platform-independent access through the
utilization of heterogeneous client platforms like
workstations, laptops, tablets and smart-phones.

~  The storage memory resources provided by cloud

service providers are pooled to multiple users using
multi-tenancy. Multi-tenant aspects of the cloud allow
multiple users to be served by an equivalent physical
hardware.

—  Users are assigned virtual resources that execute on top

of the physical resources. Cloud computing services
are offered to users in different forms:

‘WSNs.

A SACHIN SHAH Veature
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e vider manages both the appliance ang "y _. E -
(T3 ::shlc o access the applications from Enw%‘. o

y . Jasts provides the users the ability to provision
computing and storage resources, 153 Bi g Data Am}yﬂc Velk
These resources are provided to the users as virtual ™ 310 snd e
machine instances and virtual memory, Users can Malt Big data is defined as collections of daty ety Velocity
stop, configure and manage the virual machine volume, velocity (in terms ofur]ts I;j:}mi Vatiay, now fre

- ) rH e - m. By :

instances and virtual memory. o : variety is so huge that it is difficult Manage system
Y = Users can deploy operating systems and applications o
their choice on the virtual resources provisioned in the

; ing traditional datah,,,
and analyze the info USIGE HACE L o
processing tools. Big data analytic, involves sever,

starting from data cleansing, data munging (or wray,

cloud.
A N 00t adorlying | e processing and visualization. Some examples , . dif
data generated by loT systems are described as follow, ;1.

infrastructure. Virtual resources provisioned by the

v

E Rl sl ons poroensm st —  Sensor data generated by IoT systems such as y,,
&5 Platform-as-a-Service (Paas) monitoring stations.
. SE % -
= PaaS provides the users the ability to develop and | =  Machine sensor data collected f“";‘ P ol
deploy application in the cloud using the development in industrial aud» cncr?y systems for monitoring
tools, application programmi ng interfaces (APIs), health and detecting failures.
software libraries and services are provided by the | —~  Health and fitness data generated by IoT devices
cloud service provider. as wearable fitness bands.
~ Data generated by IoT systems for location .

= The cloud service provider manages the fundamental

cloud infrastructure which includes servers, network, tracking of vehicles.

Data generated by retail inventory monitoring syste

operating systems and storage. =~
=  The user, themselves are responsible for developing, | The underlying characteristics of big data include: =

deploying, configuring and managing applications over

the cloud infrastructure. ¥ Volume

= Software-as-a-Service (Saa$S) —  Though there is no fixed threshold for the volum
data to he considered as big data, however, typicd

=~ SaaS provides the users a complete  software ' -

application or the user in o the application the term big data is used for massive scale data the

itself. difficult (o store, manage and process using tradiis
databases and datg processing architectures.

cloud infrastructure including servers, network, | = The volumes of datg generated by modem

e sy:_itnms, slorage and application software industrial, and health-care systems, for exampl
and the user is unaware of the underlying architecture growing ex 3 . :
of the cloud. ponentially driven by the lowering cos
3 Amkﬁﬁommmﬁdedmtheusertln'oughasktmy mmempwsmgmmwmmm
client interface (e.g.. a browser) '0 extract valuable insights from the data to ing®
- business processes, . efficiency. and servit

O
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e Velocity - — o :
Definition
s and Characteristics of o7
Velocity is an : | Srponeals of 4
! Olher e Woan embe :
i Important characteristic of big } MHCTOPrOGE embedded system include
and the a 1 data CSROT Or micr
Prmary reason for e y “rocontioller, memory
or (.Xp[)ﬂ: 5 RC emory (RAM
. nbal growth of data OM, and cache), ne i
w}“‘ Veloeity of data refers 1o how fast the dm i l » DEIWOrking units (Ethernet Wi
p . : > data 1% generated and adapters), mput/outpu " I :
rlJ_ . how l‘reql.lcnl.ly Il varies, Modemn IT I ; Pt Uiits Mp,p‘..w_ keyboard. o
.( Y . : _ » Industrial and other and storage (such as flash MEmory ) :
Xog, S§ysiems arc generating data at increasingly higher spe g
1y mgher speeds, same embedded sysiems have specialized
p - . PECLzeg Processons
‘“lfu: | £ Varw such as digital signal processors (DSPs) | ¥
X . 5), graphics
2 ] - - TOCE[$07S | i vy " -
ing Variety refers to the forms of the dat; processors and application specific processors.
) : € data. Big data comes Embedded LT
h'. in different forms such as Structured or unstructured data cd systems run embedded operating By Stems L”‘
including text dats, imags, aadio. video s h as real-time operating systems (RTOS),
I, w 3154 ©C Embedded systems range from low-cost miniaturized e
o 0 D omm e i
unication Protocols devices such as digital watches to devices such as
\ e digital cameras, point of sale terminals, vending
e - Communication protocols form the heart of loT hi 8 e el
E L machines, apphiances (such as washing machines), ete.
) systems and enable network connectivity and couplin v :
. PINg In the next chapter we describe how such devices form
1o applications. . .
an integral part of ToT systems.
Itk — ~ Cpa— .
& Communication protocols allow devices (o interchange
L s TR M Pt ikl sdatine i e W™ 3.1.6 loT Levels and Deployment o
J exchange formats, data encoding, addressing schemes P

for devices and routing of packets from source 1o

destination.

In this section we define various levels of loT systems

with increasing completely. An loT system comprises of the

~  Other functions of the protocols include sequence | following components :

control (that helps in ordering packets determining lost | oo Divics

packets), flow control (that helps in controlling the rate
al which the sender is sending the data so that the
receiver or the network is not overwhelmed) and

retransmission of lost packets.

3.1.5.5 Embedded Systems

- An Embedded System is a computer system that has

computer hardware and software embedded 10 perform

specific tasks.

~ In contrast to general pu
computers (PCs) which can perform various types of

mmbeddedsymmdmiam'“lﬂf“m“
apu:iﬁcsﬂofmsh

rpose computers or personal

An loT device allows identification, remote sensing,

actuating and remote monitoring capabilities.

¥¥ Resource

Resources are software elements on the 10T device for
aceessing, processing, and storing sensor info, or controlling
actuators joined to the device. Resources also include the
software elements that enable network access for the device.

K" Controller Service

Controller service may be a native service that runs on
the device and interacts with the online services. Controller

sm'iccsendsdalafmmthedevicclothzmﬁmmﬁce.md
receives commands from the appliance (via web services)
for controlling the device.

e —

e ipuovation
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g Database

-an be either local or in the cloud and stores
s m;ﬂ by the ToT device.
s Web Service :

Web services serve as a link between the IoT device,
application, database and analysis components. Web
services are often either implemented using HTTP and
REST principles (REST service) or using WebSocket
protocol (WebSocket service). A comparison of REST and
WebSocket is provided below:

5 Stateless/Stateful

=  REST services are stateless in nature. Bach request
contains all the knowledge needed to process it.
- Requests are independent of each other.
—  WebSocket on the other hand is stateful in nature
where the server maintains the state and is aware of all
the open connections.

& Uni-directional/Bi-directional

=~ REST services operatc over HTTP and are uni-

~ Request is always sent by a client and the server
responds to the requests.

= On the other hand, WebSocker is a bi-directional
protocol and allows both client and server (o send
messages to each other.

(< g nmwuﬂﬂuwu
=~ REST  services follow 4  request-response
communication model where the client sends requests
wwmwmt&mmm
= WebSocket on the oilier hand ajlow full-duplex
Communication between the client and server, i.e., both

mmmmm‘jmﬁmmhoﬂm
‘.T'Q:mdnnﬂy.

foT : Definition and Charac,,

81',_‘

&) erery

REST services, cach HTTP reqy.,

h TCP connection. & Appli
setting up a new -y :

Wi bS{l:kct on the othet hand involves a “"ink_[{‘ 10T ay

£ g hich the client ang use 1o mi
connection over W J

- : a full-duplex mode. system. A

communicate 1n L.

¥¥ Header Overhead =
HTTP, and each re,,

—  REST services operate OVEX sy Cre.q L» A
independent of others. Thus each request cap;, -
HTTP header which is an overhead. i

= D“c [tﬁ Q\"l:]'mmj Df H'ITP headcrs, REST .}_'. i
suitable for real-time applications. o M08

~  WebSocket on the other hand does not iy c
overhead of headers. After the initial handshake i
happens over HTTP), the client and server exchy 1
messages with minimal frame information. T, —
WebSocket is suitable for real-time applications.

o Scalability =

Scalability is easier in the case of REST Services |
requests are independent and no state information needs
be maintained by the server. Thus both herizontal (scali
out) and vertical scaling (scaling-up) solutions are possit
for REST services. For WebSockets, horizontal scaling
be cumbersome due o the stateful npature of t
communication. Since the Server maintains the state of
connection, vertical scaling is easier for WebSockets ths
horizontal scaling.

¥ Analysis Component

Component is responsible for analyz:
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—  Level-1 10T systems are compatible for modclling low-
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Application '_——="——_ 01 : Definition and Characiaristics of loT -
. leTLe ol e
10T applic: : - ; 9
PRUCations provide an interface that the users can o e \
use 10 manage ; : :
£¢ and monitor various aspects of the loT AR App ! \
system. Applications aiso g ' 2 G“"“‘::S;:}'?l :'
) § also allow users to look at the system -—lF‘ES’“"“ bS I :- '
status and consider the processed dala, I — sarvicas : |

W™ 3.1.6.1 10T Level-1

= A level-l MT system has g single node/device that
performs  sensing and/or actuation, stores data

performs analysis and hosts the application as shown in
Fig.3.1.9.

cost and low-complexity solutions where the info
involved big and

requirements aren't computationally intensive.

s therefore the analysis

= Let us now consider an example of a level-1 IoT | -

system for home automation.

— The system consists of one node that permits | _

controlling the lights and appliances during a home
remotely.

The device used in this system interfaces with the
lights and appliances using electronic relay switches.
The status information of each light or appliance is
maintained in a local database.

REST services deployed locally allow retrieving and
updating the state of each light or appliance in the
status database. »
The controller service continuously monitors the state
of each light or appliance (by retrieving state from the
database) and triggers the relay switches accordingly. o

The application which is deployed locally has a user

interface for controlling the lights or appliances. Since

the device is connected to the Internet, the application

can be accessed remotely as well i,

Dalabase

™ 3.1.6.2

Manitoring node performances analysis,
Stores Data ol

Fig. 3.1.9 : 1oT Level-1

loT Level-2

A level-2 IoT system has a single node that performs
sensing and/or actuation and local analysis as shown in
Fig. 3.1.10.

Data is stored within the cloud and application is
typically cloud-based. Level-2 IoT systems are
compatible for solutions where the data involved is big,
however, the primary analysis need isn't
computationally intensive and should be done locally
by itself. Let us consider an example of a level-2 loT
system for smart irrigation.
The system consists of one node that monitors the soil
moisture level and controls the irmigation system.
The device utilized in this technique collects soil
moisture data from sensors.
The controller service continuously monitors the
moisture levels.
If the moisture level gets below a threshold, the
irrigation system is turned on.
For controlling the irrigation system actuators such as
solenoid valves can be used.
The controller also sends the moisture data to the
computing cloud. :
A cloud-based REST web service is used for storing
and retrieving moisture data which is stored in the
cloud database.
A cloud-based application is used for visualizing the
moisture levels over a period of time, which can help

in making decisions about irrigation schedules.

A e
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io T_L-v-ll- !_ = ]
Local |
: Cloiid b
L App —‘
REST WebSocke i n g
i o o
B Controler : HEST/WebSockel
: Communication

Device |
Monitoring node Cloud storage and anatysis
Fig. 3.1.11 : 10T Level-3

M 3.1.64 IloT Level-4 ey

~ A level4 IoT system has multiple nodes that perform local analysis. Data is stored in the cloud and application is

cloud-based as shown in Fig. 3.1.12.

~  Level<4 contains local and cloud-based observer nodes which can subscribe to and receive information collected in the

for various applications; however, observer e

cloud from IoT devices. Observer nodes can process info and use that info

nodes don't perform any of the control functions.
lutions where multiple nodes are needed, the info involved is big and

Level-4 loT systems are compatible for so
Let us consider an example of a level-4 loT sysiem

therefore the analysis requirements are computationally intensive.
for noise analysis.

The system consists of multiple nodes placed
The nodes in this example are equipped with sound sen
own muolletmiocmuumisdtdmaw the cloud.
Tlﬂdlllilsmmdi.naclauddﬂabmmmﬂysisofdmwﬂuudfmmanumbcfofwdﬂhdominlh:clmd.A
WmmawmﬁmMuww&m

in different locations for monitoring noise levels in an area.
sors, Nodes are independent of cach other. Each node runs is




som, & lofor. T

rmwﬂ"“‘

|

-

REST/WebSocket
Communication

Fig. 3.1.12 : 10T Level-4

™ 3.1.6.5 IloT Level-5
= Alevel-5 LIT system has multiple end nodes and one coordinator node as shown in Figure 3.1.13. The end nodes th;
perform sensing and/or actuation.

=  Coordinator node collects data from the end nodes and sends (o the cloud. Data is stored and analyzed within the cloy

and application is cloud-based. Level-5 IoT systems are suitable for solutions based on wireless sensor networks, i
which the data involved is big and the analysis requirements are computationally

intensive. Let us consider an eXanplc
of a level-3 for system for forest fire detection.

= The system consists of multiple nodes placed indifferent locations for moni

toring temperature, humidity and carbo
dioxide (CO;) levels in a Coast.

- Tbeendnodcsinmis:xmphmeqﬂipped with various sensors
coordinator node collects the data from the
IoT system.

(such as temperature, humidity and CO,). Th

end nodes and acts as a gateway that provides Internet connectivity to th

The controller service on the coordinator device sends the collected data to the cloud-The data is stored in a clou
database.

The analysis of data is done jn the computi
application is used for visualizing the data.

ng cloud to aggregate the data and make predictions. A cloud-baset

- 3.
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Fig. 3.1.13 : IoT Level-5

™ 3.1.66 loT Level-6

A level-6 ToT system has multiple independent end nodes that perform sensing and/or actuation and send data to the

cloud. Data is stored in the cloud and application is cloud-bascd as shown in Fig. 3.1.14.
—  The analytics component analyzes the info and stores the leads to the cloud database. The results are visualized with the
cloud-based application.
—  The centralized controller is aw
consider an example of a level-6 IoT system for weather monitoring.

The system consists of multiple nodes placed in several locations for monitoring temperature, humidity and pressure in

are of the status of all the cad nodes and sends control commands to the nodes. Let us

an area.

The end nodes art equi perafure, pressure and humidity), the end nodes send the
= en
datawtlwcloudinrcal—
The analysis of data is done in the ¢lo

as lem
The data is stored in a cloud database.

A cloud-based application is used

pped with various season (such
time using a WebSocket service.
ud to aggregate the data and make predictions.
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B 3.1.7 loT challenges, Applications

The IoT has the potential to attach everyday objects. It
has introduced many numbers of applications and smart
services, which have affected users’ day today lives.

W 3.1.7.1 Healthcare

The IoT has brought man y benefits and opportunities
(o the field of healthcare. Tt helps to develop and

improve healthcare services and keep the sector
innovative,

For instance, intelligent drug/medicine control and
hospital management. In addition, the JoT merge more
benefits by monitorip '
R the everyone's health i
iy th in real-

ALs-a, ambulances can pe immediately dispatcheg to
accident scenes and patients can be

homes just as effective] Y as in hos

a doctor can immedialely be info
suffers a heart attack.

mﬁuitared at thﬁl.!‘
Pitt'll-'i. For e:mmp]e‘
“med if the patieng

W 3.1.7.2 Smart City

— ™. 3475

— For retailers
extend supy

The concept of the smart city is used to dogs and reshape
better use of public resources, increasing ,, -  For instanc
service presented to the citizens, and the g inventory,
reducing operational cosls of public adminu;n‘ e,
i ) improve 1l
The 10T provides many numbers of benefit o
management and tuning of public s O 3.1.7.6
:‘;’"tﬂ" and Pm'ki_ng, lighting, surveily, Cilihedts
.“ ance of public areas, preservation o : can shar
heritage, and garbage collection. L Sl
R =l : vehicles
c:;lmermol'c. s availability of different ypes funcrion
ected by ToT devices can be used to eate in futur
a
‘?’ﬂmﬂ%s of people ahout the stats of i -  The o
stimu . oz : inim
late the active participation of the citizs’ PR
mmagemmt of ! b : Temolt
public administration. SITOrS
3.1.7.3 i
Smart Home just &
o 3 the sl
m‘ °°Pnd mﬂ:?ays atempt to find new ™ 2040
coplisne. - 2urY- Currently, people can 1 of ca
hou <8 Inside their homes to regulate ™
se tasks, Tech-Neo P

i’
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-  The connected ¢

—  These driverless cars can pro

e B

Emer

~  These intelligen devices
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have the choice
COSsL

of remote,
¥y of being near the
these deviees have enabled the

which eliminates the ne
device, Therefore,
automation of home activities by the adoption of varied
embedded devices.

M 3.1.74 Connected Industry

— The connected industry is that the vision of a
producing environment where every
communicate with all other machines

machine can
#cross the plant.

The connected industry with 10T will connect, monitor

and conuol virtually anything, anywhere to supply

operational productivi ty and profitability.
= In addition, the integration of loT with sensor
networks, wireless connectivity, innovative hardware
and ~machine to-machine communication will
completely transform the conventional automation
process of industrics,

W 3.1.7.5 Smart Retail

—  For retailers, the lIoT offers unlimited opportunities to
extend supply chain efficiencies, develop new services,
and reshape the customer experiences.

—  For instance, applications for tracking goods, real-time
inventory, information exchange among suppliers and
retailers, and automated delivery capabilities will
improve the retail sector,

¥ 3.1.7.6 Connected Car

—  Connected cars are equipped with Internet access and
can share their access with others, just like connecting
to a wireless network in a home or ofﬁcc.. Mmje
vehicles are starting to come equipped u.:nthi u:ih;;.
functionality, so be prepared to se¢ more apps mnc
in future cars.

ar is considered as the best way to

minimize accidents such that 2 pilot can operate ::e car
remotely to minimize car accidents and reduce human
vide functions mmemdthan

' i duce

I save valuable time,

justsafetysuchasdmeycau a7 =l

the stress of driving etc. Some

3-24
T Definition ang Characieristics of IaT
——— e
= 3.1.7.7 Smart Parking

In recent time, smart
parking space o
vehicles. It

parking sensors are attached in
: detect the arrival and depanture of
Provides an efficient Mmanmagement solution
1o assist drivers 1o save lots of Lirne :.md..ﬁw.'l :

It provides the drivers with the fight info about parking

spaces and keeps the traffic system smooth It also
enables the power of deployment to book parking lot
directly from the vehicle,

™ 3.1.7.8 Smart Energy and Smart Grid

= The loT provides more information about the
behaviours of electricity suppliers and consumers in an
automated way lo improve the energy efficiency.

— It also provides constimers with smart management of
encrgy consumption such as smart meters, smart
appliances, and renewable energy resources.

™ 3.1.7.9 Environmental Monitoring

—  The key element of the IoT system is sensors which
collect information about the
environment. Therefore, with the 10T, a high-speed
data system is often provided.

—  This allows the entity that monitors wide-area
environments and sensors deployed in the area 10
convey a huge amount of data easily such as pollution
source monitoring, water quality monitoring, air
quality monitoring .

ENcompassing

Y@ 3.1.7.10 Smart Agriculture

—  With the presence of sensors in everywhere, farmers
can use the large collected information to yield a far
better return on investment. Sensing for soil moisture
and nutrients, controlling water use for plant growth
and finding custom fertilizer are some simple uses of
IoT within the agriculture.

In addition, many wireless technologies were used in
the agriculture such as remole msir.ag. glo?)a]
positioning  system and geographical information
system. This successively will replace h@n labour
with automatic machinery which can increase the

mdudi\"'lty.

2040 lhsicdesscarswillaonomtfnrupw75p'erccu1
dfcarsmtltmadwoddmd&
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e S These challenges

ful deployment of IoT applications.

include:
s 3.1.81 BigData

As said earier, the ToT system involves billions of

devices which generate an enormous amount of
knowiedge, This data is variable in term of structure

and often arrive in real-time.

The volume, velocity and variety make the storing and
analytics process, which is employed to get meaningful
information, a really complex task.

It is obvious that the IoT is one of the main sources of

big data. Using the Cloud computing can facilitate

storing this data for a long period of time. :

—  However, handling this massive amount of data is a
substantial issue, as the whole performance of different
applications is heavily reliant on the properties of this
data management service.

A 3.1.84

3.25 1oT : Definition and Characte ﬁ"“&aq
should satisfy the wanis of ease-of-use o
performance of the entire system. A E En
In addition, choosing the acceptable t"i!Olngy o
protocol is another issue. However, the megy, lr,p,'_.: 2
is the most suitable choice for wireless mmmunj%. - #

in smart environments. Therefore, dlffbl,._, i

communication protocols and  differen iy i«

topologies create a big challenge that must be haml.i: :

]

W. 3.1.8.3 Heterogeneity |

L

The I0T interconnects large numbers Dfﬂcvimynhh
to sapply new applications that improve our qualiy
life. However, one of the important challenges f%;
by the IoT system is the wide heterogencity of devig,
platforms, operating systems, and services that e
and might be used to create new applications,

|

k= §

As the IoT continues to grow, the necessity for servi,, -
that employment with multiple [oT application

still increase to understand the promised efficien:

gain of the loT. :

In addition, the ToT System uses a good sort of device
with different features which make the connectivi, o]
and coordination process very difficult task.

Interoperability

The IoT provides a standard network that connects

almost every object in our surroundings. The in

connectivity between IoT devices helps to increase
System production by gencrating new applications an
services,

This inter connectivity comes at a price, because the
Popularity increases, and therefore the number of
devices and networks increase, the shortage of




g

ng (N Trends

= 3.1.85 Scalability

_ The number of IoT ic

y ol OT devices grows rapidly. Predicy

s are t by 2020; the amount of laT devi iz
| : EVices wi

; ml:hm maybc‘cxcced 50 billion. Scalability : "-“u

: . that the system is able to handle the soecif Sin
I Specific needs as

I they arise.

— The main purpose of creatin
& the ToT system sc
‘ e y _ 8y scalable
is to satisfy the changing demands because (he me-,:
A 5

| of ihdividuals changes with time also becaus
| environmental conditions. -

- In addition, scalability helps the system to work

efficiently without any performance issues that may
. ol
arise due to system expansion,

3.1.8.6 Security and Privacy

—~  One of the mnlsl difficult issues that face most of the
new technologies is the security and privacy. As the
[oT system relies on sensors that installed in our
| environment. These sensors collect environment data
| as well as our habits, financial records and other
sensitive information.
Therefore, providing a secure IoT sysiem may be a
compulsory task to continue its successful deployments
in our surroundings.

—  The ToT is intrinsically vulnerable to most of the
wireless common attacks because of most [oT devices
are connected through wireless networks that are hard
to protect against different attacks such as man-in-the
middle attack and other attacks.

CTSSS———

’ s 3.1.8.7 Maintenance

be a serious challenge O
ns of latest devices flood the
Jong to different vendors
t of business, and their
that nobody will ever be

—  Maintenance may
web. These devices may be
who have already gone OU
devices may be full of bugs
able to fix.

—  In addition, many vendors do not ¢

their devices to the latest platforms
vices W

are about upgrading
and fix security and
hich create a Dig

it's

m.Com. & Infor. Tech. (MSBTE Sem., 6
-Sem.6) a2

|
|

w

6 . ;
10T : Definition and Characteristics of loT

W 3.1.9 IoT Devices and Its Features
™ 3.1.9.2 Arduino

=

Arduino may be a microcontroller, which may be a a
part of the pe. It runs only one program again and
ilig:t'm. Arduino can be powered using a battery pack.lt
is very normal and simple to interface sensors and
other electronic components © Arduing.

It is accessible for low cost. Arduino requires external
hardware to attach to the web and this hardware is
addressed properly using code, Arduino can provide
onboard storage. Arduino has just onc USH port to
attach to the pe. Processor used in Arduino is from
AVR family Atmega328P.

This is a just plug and play device. If power is
connected it starts to run the program and if
disconnected it gets stops. Arduino uses Arduino,
CICA+.

Y. 3.1.9.2 Raspberry Pie

—  Raspberry pie is a mini computer with Raspbian OS. 1t
can run multiple programs at a time. It is difficult to
power employing a battery pack. It needs complex
tasks like installing library files and software for
interfacing sensors and other elements.

—  Itis expensive, Raspberry Pi are often easily connected
(o the web using Ethernet port and USB Wi-Fi dongles.
Raspberry Pi did not have storage on board. It provides
an SD card port. Raspberry Pi has 4 USB ports 10
attach different devices.

—  The processor used is from ARM family. This should
be properly shutdown otherwise there's a risk of files
corruption and software problems. The Recommended
programing language is python but C, C++, Python,
ruby are pre-installed.

Y& 3.1.9.3 Node Microcontroller Unit

_ The Node MicroController Unit is an open source ie.
free software and hardware development environment
that's built around an inexpensive System-on-a-Chip
(SoC) called the ESPB266.

_  The ESP8266 contains all crucial elements of the
fashionable computer: CPU, RAM, networking (wifi),

. and even a contemporary 0S and SDK.

- thnpumhmedalbtﬂk.deSPﬂﬁﬁﬁchipeastsunly

$2 USD a bit. That makes it a superb choice for loT

projects of all types.
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which is the software or 4
language used for controliing ofw
Assembly Language

b) C Languages

« B

d) Any Language
Do Arduine provides IDE Euvimmm?

b) ATmega25e0

2) ATmeqas28p

&)

Ans. : (a)

i 2114  d) AT91SAM3x8E
Tmegan Does Raspberry Pi need externa| hardy,,

What does p refer to in ATmega328p?
a) Production
b) Pico-Power
¢) Power-Pico

Ans. : (b)

Does RPi have an internal memory?

What do we use to connect TV to RpPf?
a)  Male HDMI

Arduino shields are also called as

Female HDM
€) Male HDMI and Adapter
d) Female HOMI and Adapte
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4.1 Digital forensics
. Introduction 1o digital lorensic |

; ®  History of forensic i

Y Rules of digital forensic

®  Definition of digital forensic

. Digital forensics investigation and its goal

4.2 Models of Digital Forensic Investigation
. Digital Forensic Research Workshop Group (DFRWS) Investigative Model

o Abstract Digital Forensics Model (ADFM)
e Integrated Digital Investigation Process (IDIP)

e  Endto End digital investigation process (EEDIP)
. An extended model for cybercrime investigation
ol UML modeling of digital forensic process mode!

4.3 mﬂmmmw
ical norms for investigators
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W 4.1  Introduction to pigjey Forensic |

] Efficiently track s
| - $ down cybercriminals from anywhere
,I e Dkl devices T = in the world. ¥
¥ S, : i
| Computers have time.
&
|

consoles, laj , ,
PLOp and alsq dﬂ'ikl()p Helps 1o protect the organization's money and valuable

tb;mﬁind'ﬁ]}cnsame part of the modemn society, W
eratio ; i o
P ‘ n of these devices ip our everyday i 4
there is the tendency 10 yge informatig i

iy N
them for criminal activities.

Allows to extract, process, and interpret the factual
evidence, so it proves the eybercriminal action's in the

derived from court

- A Crimes like fraud, drug traffickin
hacking, forgery,
compuiers.

g homicide, e Disadvantages of Digital Forensics

and also terrori
= roritsm of I -
flen involve | — Here, are major cons / drawbacks of using Digtal

Forensic

= . To fight computer cri :
rimes, digits 3 -
teital  forensics (DF) | — Digital evidence accepted into court. However, it s

originated in law enforce :
ment, computer security, and must be proved that there is no tampering

also national defense.
- Producing clectronic records and storing them is an

— The Law enforcement agencies L,
Nt agencies, financial institutions, extremely costly affair

and ﬂ'lB lllhﬂStﬂ]Cﬂt 1[11]].\ are |’Kl]<jl‘ﬂl ita - racunoners Imust h‘he exter
MCo £ i it i

forensics into their infrastructure, knowled
owledge
— The Digital forensics i ; : :
sobe _Ee mDn:nm‘:; ls_fuse;j to help investigate | —  Need 10 produce authentic and convincing evidence
rerim o identi irect ide
1 LA e y evidence Of a | _  [f the 100l used for digital forensic is not according to
! : specified standards, then in the court of law, the
—  The concept of the digital forensics dates back 1o late evidence can be disapproved by justice.
1990s an i -onsi as : :
d carl? 2000s when it was considered as | ~  pack of technical knowledge by the investigating
computer forensics. officer might not offer the desired result

—  The legal profession, law enforcement, policy makers,
the business community, education, and government
S1UFy & vesied invercit s X Forensic science was established as a separate scientific
The Digital forensics is often used in both criminal 1aw | gorain during the 1800s and early 1900s. The contributions
and private investigation. It has been traditionally | of this new area of science dramatically changed the
associated with criminal law. It requircs Tgorous | .ffectiveness of law enforcement. A comprehensive
standards to stand up to Cross examination in court. overview of the contributions is available in Saferstein
(2007), but some notable innovators and milestones are :
Mathieu Orfila (1787-1853), considered the father of
forensic toxicology, published the first scientific text
tem. on forensic toxicology in 1814 )
Alphonse Bertillon (1853-1914) developed a method

for identification through body measurements and
1879.

. 4.1.1 History of Forensic

BZ" Advantages of Digital forensics

~  Here, are pros/benefits of Digital forensics
-~ Toensure the integrity of the computer sys
- To produce evidence in the court, which can lead to the | -

punishment of the cul rit. fy measurem
. Sk important published a sysiem on personal identification in

3 helps panies 10 capture e
R P ms or networks are | Francis Galton (1822-1911) studied fingerprints a5 a
| means of identification and published the book Finger

ation if their computer syste
mﬂl Prints in 1892.

inforim
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pigital Forengi, P

pefinition

m—— 3 1OF o derived  a
. in e e ol [e:eml scientifically At nd Prove,
ft'*“"s" A s in 5€ toward the preservation, c"ﬂlttioh hy ]Si Emerging
. e on of scien? - s amtification analysis, g
[ M first O0€ in 1893. cantific iden ’ nd nte A Malwar
pohlicatios the 145819969 cstablished w:; the documentation, and. . présentag;, Py, identific:
Aeres 5 m::n  examinstion d publist evidence derived from digital Souy, ur { viruses,
F’“‘W ff‘f Documents in 1910. e o Purposl of facilitating oy fu V‘t:r b - EmailF
S pook (¥ 1887-1959) studied characreristics rec Maﬁon of events found to b "h.s emails,
_ Leooe Lo N andcn:t&!l»ﬂﬂmelhnij for : e L costact
mﬁ st for ;(klltlﬁl-sm’n : b lg]s h‘fp"\g to a“tfclpﬂt‘ uMuthorizedm"
hiood 0 o blood stains i : . =
e analysis of blood E70UPS in bl 3 > chown to be disruptive to planney , " Mm"
g (1877-1966), recognized worldwiEs W o
_ Edmond L% o ethod in criminal [ - Other terms, such as network ’ form ar
for promoting  the scientifs ( Jorens
vestiganon. cstablished a police laboratory mn Lyon forensics, and Internet forensics, are of, g E'_ \ — Mobik
2 1910, specialized fields within  digita fo'w“'r examir
g 2 information technology has become gy, in:fﬂsn-. retriey
w 4.1.2 Rules of Digital Forens all aspects of society, digital forensics ixgma.,, and ot
. y » B AL
V) cquipmeat there are key “rules” to importance. Most legal cases today hay, ;'1 " IS Chall
' sedillol digital forensics, involving for example g
| - i il : mobile Here, are n
_ Rule 1 An cxamination must never be performed on ansactions, email systems, ., - The |
original media. and GPS systems. As many types of djg; - |
, can be volatil ' Ut o e
- le 2 : A copy is made onto forensically sterile 'o ¢ and easily manipulated, ,, =~ Basy
W. The New media must always be used if preservation of evidence through (b N L
available. standardized forensic tools and methods hmw o
o g . 3 B . Thc
Rule 3 : The copy of evidence should be an exact, e |
bit-by-bit copy. - ek
- Rule 4 : The computer and the data on i : Types of Digital Forensics il
: on it must be
protected during F Three s char
i the acquisition of the media to ens types of digital forensics are -
data is not modi ure | _ :
modified. Disk Forensics : | : Y Exe
= Rule 5 The examination must pe storage medi 1t deals with extracing du
conducted in such 5 files o searching active, modified, or & 3
: digital fo
= Network Forensi = Int
Fowniic o ¢ It is a sub-branch of &
oot et menhoring wed i 3
informati network traffic 1o collect im” o
. on and legal evi et - Pn
W im : FO § - ] - In:
forensics, The ’“’*_’5 : It is a division of ¥ .
offers the (o main aim of wireless foren®’ o
o e ols need o collect and analy *’
S Mmlessmqkm = L
~VAUDg to the Study and examinati fdmbpﬂ”
Mﬂl 5 el €Xamination O
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| ' Trends in Corn.&lnfnr. Tech, MSBTE-Se
—~  Malware Forensics - Thi e F -
s 15 branch deals with the
vIruses, Worms, ete,

T — o

identification of malicj X
ticious code, to study theis Sk ™ 4.1.4 Digital Forensics investigation and
~  Email Forensics : Deg)s .
® ith re : _
COvery and analysis of An investigation is a systematic examination, typically

its Goal
emails, inc]uding deleted o
contacts. =2

Calendars, and | With the purpose of identifying or verifying facts. A key
: e s objective duri_ng investigations is to identify key facts
sm}mmm me’ e With collecting data from m[mu_l L% i ORI, Wt & corsimos: Ce RN
o TegIsters, cache, RAM) in raw | 2564 10 this textbook is referred to as SWH defined in
form and then carving the dagy from Raw dump Definition
—  Mobile Phone Forensics : |y mainly deals with the D Dafindtion’: Swit AeRIEISatsipesis of

exanunation and analysis of mobile devices, Iy investigation as who, where, what, when, why,

: helps o
retrieve phone and SIM contacts, cgl] logs, incoming and how.
and outgoing SMS/MMS, Audio. vi '
ik » Audio, videos, etc. The SWH formula sets the following objectives
5 Challenges faced by Digital Forensics (Stelfox, 2013) :
: ~  Who : Persons involved in the investigation, including
Here, are major challenges f; e =
d) ges faced by the Digital Forensic: suspects, witnesses, and victims
— The increase of PC' i :
of PCs and extensive use of intcmet | _  Where : The location of the crime and other relevant
access .
locations
.=  Basy availability of hacking tools ~  What : Description of the facts of the crime in question
- Lack of physical evidence makes prosecution difficull. | _  Whenm : The time of the crime and other related events
—  The large amount of storage space into Terabytes that | _ Why : The motivation for the crime and why it
makes this investigation job difficult. happened at a given time
== A.ﬂ)’ m]ﬂgic&l Changes l'cquu'c an upgmde or Es Hﬂ' : HD“ the Crime was comued‘
changes to solutions.
i E¥ Goals
EZ" Example Uses of Digital Forensics ety e S gy o it AT

forensics :
It helps to recover, analyze, and preserve compuier and
related materials in such a manner that it helps the

In recent time, commercial organizations have used
* digital forensics in following a type of cases : L

i Wymﬂﬂ inmﬂigalionagencytapmscmlh&masevidﬁmina

i A court of law.

N L _ It belps o postulate the motive behind the crime and
identity of the main culprit.

- Frand investigations
~  Inappropriate use of Dcsigningpmmduresalasnspacmdcﬁmmewbich

workplace helps you to ensure that the digital evidence obtained is
kruptc Data acquisition and duplication: Recovenng deleted
ﬁ]:sanddeletedparﬁﬁonsﬁumdigim!mediato
extract the evidence and validate them. '

the[nlemctandcmailinlhe




~  Helps you to identify the evidence quickly, and also
allows you 10 estimate the potential impact of the
malicious activity on the victim

- Producing a computes forensic report which offers a
complete report on the investigation process.

—  Preserving the evidence by following the chain of
custody.

M 4.2 Models of Digital Forensic
Investigation

There arc a number of process models for digital
forensics, which define how forensics cxaminers should
proceed in their quest 1o gather and understand evidence.
While these can vary, most processes follow four basic
steps:

—  Collection, in which digital evidence is acquired. This
often involves seizing physical assets, like computers,
phones or hard drives; care must be taken to ensure
that no data is damaged or lost. Storage media may be
copied or imaged at this stage in order to keep the
original in a pristine state for reference.

—  Examination, in which various methods are used to
identify and extract data. This step can be divided into
preparation, extraction and identification. Important
decisions to make at this stage are whether (o deal with
a system that's live (for instance, to power up  scized
laptop) or dead (for instance, connecting a seized hard
drive w @ lab computer). Identification means

determining whether individval picces of data are
relevant to the case at hand - particularly when
warranis are involved, the information examiners are
allowed to learn may be limited.

—~  Analysis, in which the data that's been gathered is used
to prove (or disprovel) the case being built by
examiners. For each relevant data item, examiners will
answer the basic questions about it who created it? who
edited it? how was it crcated? when did this all
happen? and attempt to determine how it relates o the
case.

T

g able 10 create such repon, | |
anyone interested |, q,.{‘

Sl of DRI RENEICS

ing steps:
Digital forensics entails the following steps

~  Identification

_  Preservation

~  Analysis

_  Documentation

- Presentation

, m identify the resources required

# data is isolate, secure and preserve

» identify tool and lechniques 1o use

process data
:mutmlwiamutt

| edocumention of the crime scene along with
| photograph skeiching and crime-scene mappng

\

| ® Process of summerization and explanation of
conclusion done with the help to gather fact

Fig. 4.2.1

It is the first step in the forensic process. T
identification process mainly includes things like whe
evidence is present, where it is stored, and lastly, how it i
stored (in which forma).

Electronic storage media can be personal compuler
Mobile phones, PDA, etc.
(=) Preservation

_ “m. preventing people from using the digital device 5°
Mdlwewdm i not tampered with,




In this Step, investigation ageneg reconstrucy g
of data and draw conclusions bageq o "-‘Viticnc.:glmm
However, it might take numerous iteration

S of e
0 support & specific crime theory,

& pocumentation

In this process, a record of all the visipje data mugt be
created. It helps in recreating the crime scene and reviewing
it. It Involves proper documentation of the crin
along ‘with photographing, sketching,
mapping-

¥ presentation

1€ SCene
and  crime-scene

In this last step, the process of summarization and
explanation of conclusions is done,

However, it should be written in a layperson's terms
using abstracted terminologies. All abstracted terminologies
should reference the specific details.

. 4.2.1 Digital Forensic Research
Workshop Group (DFRWS)
Investigative

=" Model

The research roadmap from Digital Research
Workshops pmposod in 2001 a general purpose digital
forensic framework composed of six main phases:

| Ihfnu.ﬁcnl.l 0,

EN {4 nap b Analyg
4 Pieudo addition " 755 ang

methods,

» Or

| he first § ] C.
[1 15 IﬂleflL‘&l.lOn and llﬂl'llpﬂ'\ S Cvent
L‘ t I.II 3 3 I o n i"r Crlnm
clee on, rch(‘l'\lng Hgl‘liﬁl.lﬂ.‘.. anomaloys dey o,
| ‘ i . Clectin
System momturing. i

audit andlysis, ey Followed by
Preservation step in y

which a proper case management
» imaging technologies are
Measuremen

IS set
used, and g
are taken 10 ensure an accurate and
acceptable chain of custody, preservation is g guarded
principle across all forensic phascs.

Collection comes directly after in which relevant data
is collected based on approved methods, software, and
hardware; in this step, we make use also of different
recovery techniques and lossless compression.
Following this step are two interesting and very crucial
phases, Examination and Analysis, whereby evidence
traceability, pattern matching are guaranteed, then
hidden data must be discovered and extracted, at this
point dara mining and timeline are performed. The
latest phase of this model is Presentation.

Tasks related to this swp are documentation,
clarification, mission impact statement,

recommendation and countermeasures are faken and

experts testimony.

4.2.2 Abstract Digital Forensics Model
(ADFM)

tive Model was meant 10 be

model, s0d 1

S Investg
As seen DFRW X
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Fig. .24 The five macroscople stage of LDP el
Physical and Digital crime  seenes are processed
waother and  digial  forensios  are  fod nto  physical
nmﬂm\
~ The Readinoss Phases ensure that human competences
and techaical wnfrastructures are able to fully carry the
whole investigation process: this stage is subdivided o
< Operation Readiness : involves the preparation of

adequate training and equipment for the personnel that
will investigate the crime scene.

— tnxw Fonmivnicy
lnn-uulnwlum umum,... |
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tata Stability angy
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hushing files,
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Galibyang
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The first stage is followed by e

1““‘&““‘1’“ Plyinse 5
goal of this sago ix

0 provide » mexh
and confiom an e idem

subdivided to two phases:

Detection and notification: coneretely, this phase
nggers the start of the Investigation process where
incident is detected and appropriate people are notified.
Conflirmation and Authorization : once o crime o
incident is confirmed, at this phase authorization must

be received o fully investigate the-digital- crime
swenc.

e
MINISM WO deotecy

vl this Sge s alsa

' igation i i ith 1 sl of
Physical Crime Scene Investigation phases which come after are when the investigation n.werlflhcgms with h:et::k o
L . i ' ! D s that firstly ook place. This stage s su .
ing the physical evidence to reconstruct actions
collecting and analyzing

1 i o1 1 y fii below
6 phases that are typical (o real cases post-physical crime investigation process and described in the figure

Scene Investigation
Fig. 4.2.5 : Physical Crime q immdlsl“lewidmmcwiuﬁna“\'hﬂ'“"
foilw the same previously presenicd e

ok mmkwb"‘?ﬂw
digital environment, the Digiul
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imilar one but in a digital context
“rime Scene Investigation o
digital device) 0 separate crime Scenc
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Fig. 4.2.7 : The basic End-to-End Digital Investigation process

as a layer applied to the DFRWS model, depending on cases the whole EEDI process s .

EEDI can be considered
model defines critical steps to do in order © correctly

applied to cach class of the DRFWS model (Fig. 4.2.7). This

preserve, collect and analyze digital evidence.
In the phase Collection of Evidence, primary and secondary evidences are collected and taken in their respective

contexts.

The context here is more related to events time sensitivity, : :
of Individual events, cach individual event is isolated and analyzed Wﬂly to determine how 1
mmmwﬁajmmigcmaddmthcycwaddlomﬂﬂvﬁﬂﬂmﬁ"ﬂ“‘f“* , bec 5 determionie’d

This is followed by Preliminary Correlation step in wmchindivimmcsmlmgu}mmmhvmm
primary chain of evidence in order t0 determine what happened, wmﬂdwl:nchdmmwash.l. |
| i ) Wymwmmmmngmmmm

whichhringsuslolhcsecuud step of this process. Analysis
{ can tie with other
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= The Construction of a Chiain of Bvidence own begin based s meant (o be done in this yey, *n |
strengthen and confiry, cach

and this s what |
ohain is developed when euch evidont will lead to the other ‘:"dcm gator Support, ey
= The last phase of this model is Corrabortion, where u.'“""] n-vimk:[mndc"' or traditional events and eviden,,, Co
within the ehaln of evidence previously developed ,with ‘-‘”'I""" oot of a group of investigators outsiq, the ,;rl:" i
i the case of conducted digial forensle investigation i in suppc s,
forensic uni. |
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™ 425 An Extended Model for Cybercrime |

Fig. .28 : EMCI
= The major information ows during the investigation €.g. & crime is reported to the police or an auditor s
are also shown in Fig. 4,2.8, Information about the requested to perform an audiy

investigation flows from one activity (o the next all the
= It may also reguly from internal i
Events, e.g. an intrusion

wiy through the investigation process, detection system aferty 4 System adminj
= For example, the chain of custody is formed by the list system’s seourity has been comprom; “dmstrator Si t
of those who have handled g picce of evidence and | The awareness activity s ot ¥ .
must pass from one stage (o the next with names being because it allows b ol Cl'lpllmt in this model
added at each step. There are also flows to/from other requiring investigagion i ONShip with the events
parts of the organisation, and toffrom external enities. | Mot il “‘"de clear,
= The information flows are discussed in more detail and 80 do noc iucluq:m xplicitly shoy, this activity
pekow. causative eventg, A Visible "ﬁlatiﬁnship to the
=y Awareness - 'nliﬂ. is a wew of such Models .
- : e : causing the investipay; : h.ecam the events
= The first step in an investigation is the creation of an the type of investigation may 3lgmﬁcanuy influence
awareness that investigation is needed. This awareness expect cooperation frop, €8, an audiror o
15 typically created by events external (o the invesﬁsalormynmwv: C%t.whem,amm

organisation which will 'r.:any out the investigation, ‘ in an investigati %‘a“ﬁﬂm .
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i s vital 1o take into aecount gy differenpe, T
| N ¥
that the correct approach iy taken 15 4,

?‘: gation in 4 particular contexy,

After the need for an investigation g |

dt':nl;ﬁc.d. the
g activity is 1o obtain authorisation 0

carry it ouw,
is may be very complex and require interaction with

poth external and internal entjties 0 obtain
pecessary authorisation,

the

_ The level of formal structure associated  with
authorisation varies considerably, depending on the
type of investigation.

_ At one extreme, a system administrator may require
only a simple verbal approval from company
management Lo carry out a detailed investigation of the
complﬂ.‘b"s computer systems; at the other extreme,
law enforcement agencies usually require formal legal
authorisation setting out in precise detail what is
permitted in an investigation (e.g. court orders or
warrants).

I planning

planning activity i gly influenced by

- The activity is strong :
information from both inside and outside the
iimliganng' organisation. ; h
From outside, the plans will be influenced by

) maﬂdl&gislnﬁanwhichwthcgem
eonwltof the investigation and which are not under
= ] " s ¥ . w
the control of the investigators. There

ill also be
from other

b Notificai,

NEif Mon gy g

1] ]lp"“-| Feke

hlllajm.'l ol un inve ul g
AN oy Ay

(hiisd thies NVestigation |, kg o L7 r—
o

hig WUY  may  aen B o
. I a bl
INvesti gations, e where y o,

L LI (T feided i, o,
destruction of evidence, | Sy

fomever, in oatiey 1,
i . “ Vypes
Fequired, or there ma

(] “"f
¥ be Other s VL A gt 3
must be made iware of the investigation

¥& Search and Identification of Evidencs

= This activity deals with locating the evidence and

identifying what it is for the next activity,

In the simplest case, this may involve finding the
computer used by & suspect and confirming that it is
the one of interest o the investigators. However, in
more complex environments this activity may not be
straightforward; e.g. it may require tracing computers
through multiple ISPy and possibly in other countries
based on knowledge of an IP address.

I Collection
—~  Collection is the activity in which the investigating
organisation takes possession of the evidence in a form
which can be preserved and analysed, ¢.g. imaging of
hard disks or seizure of entire Computers,
RN
—  This activity is the focus of most discussion ::“‘
literature because of its importance for the rest
investigation. 4
b Ema:mwtﬁwulﬁlh’flﬂwﬂ
evidence useless, Pﬁlww‘“”'ﬂm
are subject to strict legal ¢4

v
o
k

f

|




of transport used does not affect the integrity of the
evidence.

IS Storage

—  The collected evidence will in moOst ¢4sCs need to be
stored because examination cannot take place
immediately.

—  Storage must take into account the need to preserve the
integrity of the evidence.

E° Examination

—  Examination of the evidence will involve the use of a
potentially large number of techniques (o find and
interpret significant data.

— It may require repair of damaged data in ways which
preserve ils integrity. Depending on the outcomes of
the search/identification and collection activities, there
may be very large volumes of data to be examined soO

automated techniques to support the investigator are
required.

IZ° Hypothesis

-  Based on the examination of the evidence, the
investigators must construct a hypothesis of what
occurred.

~  The degree of formality of this hypothesis depends on
the type of investigation.

—  For example, a police investigation will result in the
preparation of a detailed hypothesis with carefully
documented supporting material from the examination,

suitable for use in court.

—  An internal investigation by a company’s systems
administrator will result in a less formal report to
management.

—  Backtracking from this activity to the examination
activity is to be expected, as the investigators develop a
greater understanding of the events which led to the
investigation in the first place.

_  Presentation The hypothesis must be presented to
persons other than the investigators.

= |

— = Siny,

: _ jice i"mgtigalim the hypca_hesus W]]_l = N'm:ﬂ. S
-~ Forapo ury, while a0 internal company investigy,

h=f0""1:cjg ;hc hypomcsis pefore management fo, \

will ple | |

decision o0 action to be taken \ -
I3 proof/Defence

eral the hypu{hcsis will not go unchauc“gm‘h
in g::ry hypolh'-"‘iq and supporting evidence wil]
con 8¢

placed before & jury, for example.
The investgators will have to prove the validity o

their hypolbesis and defend it against criticism apg
challenge.
_ Successful challenges will probably result iy

to obtain and

kiracking to the earlier Stagecs
a ht!tler

examine maore evidence, and construct

hypothesis.

IS pissemination
_ The final activity in the model is the dissemination of
information from the investigation. Some information
may be made available only within the investigating

organisation, while other information may be more

widely disseminated.

-~ Policics and procedures will normally be in place
which determine the details.

—  The information will influence future investigations
and may also influence the policies and procedures.

—  The collection and maintenance of this information 1s,
therefore, a key aspect of supporting the work of
investigators and is likely to be a fruitful area for the
development of advanced applications incorporating
techniques such as data mining and expert systems.

- An example of the dissemination activity is described
by Hauck et al. (2002). They describe a system called
Coplink which provides real-time support for law
enforcement investigators in the form of an analysis
tool based on a large collection of information from
previous investigations,

= A further example is described by Harrison et al
(2002). Their prototype system is not real-time, but
instead provides an archival function for the experience

Tech-Neo hﬂumﬂwdﬂmmm

and knowledge of investigators.
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process Model (UMDFpy)
® 4261  UML Modelling

~  For the purposes of this Paper we wij

I be i
Kruse and USDOJ DFPMs. Tdelling the

- The two different types of behavioury) UML models
that are used will be the Activity ang Use C‘aa;:

Kruse

The Kruse model of computer forensics
three main processes or phases,

consists of

The first is acquire the evidence while ensuring that the
intcgrity of the data is mainined. Secondly,
authenticate the acquired data, while checking the
integrity of the extracted datg against the original data.
Authentication in digital forensics is usually done by
comparing data of the original MDS hash with the
copied MDS5 hash [10].
~  Thirdly, analyse the data without tainting the integrity
of the data. This process involves the most intense part
of the investigation into the Kruse model.
- It is also worth mentioning that the Kruse DFPM is
designed specifically for computer-related crimes [3],
= UML Activity Diagram The Kruse DFPM Activity

diagram is represented in Figure .
O ) (o) (o)~ @
Fig. 4.2.9 : Kruse Activity diagram

= The three processes follow one after the other :
Acquire, Authenticate and then Analyse. These
processes commence with a starting state and end with

a finishing state.
= UML Use Case Diagram The Kruse DFPM Use Case
- I8 reprosented in Figure . This figure also depicts the

The  Investigator AN be spesia;
" Y 2
Responder, Which can pe any m: lb:tl
Y One of
Emergem:y Response Team oF
The “Ution
u Pr'uw.uilon and the Defence will be role Players |
Cnminal matter op| St g
¥. The system COnsISts of three - :

—— W a
" e
o=l i 7
ution
Investigator
Authenticate

First Responder Analyse

0 a Fim
: the fnllnwing:
System Adminisyrg 5

?ig-4.2.lﬂ;KrmUueCmDia:nm -

—  Use Cases : Acquire, Authenticate and Analyse. The

system boundary is depicted by the large rectangle
containing the three vse cases,

= 3 Comments on Kruse DFPM It should be noted that

this is truly an over simplification of the Kruse DFPM. -
Each of the use cases in Figure and the activity

diagram in above Figure will be expanded to include

sub process.

= The activity diagram is clear and it is obvious to see

that an investigation starts, runs its course and stops,
The main concern is that no real evidence document or
report is generated during the investigation.

—  The Kruse DFPM however states in its specification

that documentation and chain-of-custody reports
should be maintained during each of the processes.

The use case clearly indicates that the investigator will
interact with each one of the processes. Kruse states
that in many instances the investigator will not be the
same person.

The ‘Acquire’ activity is always encountered by the
pj;stngsponderandtheomertwousewcanbc

performed in a laboratory environment.
| A SACHIN SHAH Venture
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he _S;Fl‘,l.rl
i ioned throughout t
_ The court is menuo : ,,..yslerﬂ»

but there is no clear interaction with

t of
s 4.2.6.2 United States Departmen

Justice (USDOJ)

r four pha‘ws

The USDOJ (4] model accounts fo_ g 8,

namely collection, examination, analysis i
i r

The collection phase involves searching 10

i would be
i ognising that the evidence
e 3 he evidence,

applicable to the specific case, collecting 1
1 eSS,
while documenting every step taken in the proce
inati 15 (o
The main aim of the second phase, examinaton, 15

i . he
reveal any hidden or obscure data. The ongin of '_
in

original data and its sigmficance are imporiant
providing @ visual output that will be used in the
analysis process.

The third phase involves analysis and the visual
product of the examination process is the input to this
analysis. Here a case will be built and evidence will be
constructed to prove the particular crime.
Baryamureeba [?] states that the analysis phase will
also determine the probative value, which would
actually be the function of the courts.
The -outcome of this phase would be o produce
evidence that would serve to prove the elements of a
specific crime. Every step is also documented
throughout. The final phase in the USDOJ model is the
report phase. During this phase a complete report will
be compiled to document the process followed from
the beginning of the investigation. The product will be
the final evidence report presented in court.

Contained in this document is the chain-of-custody

The proces e .
is collected from the digital device, after whigy
i : \
examined and then analysed. During the €pon 5,

Db

= -ry - q an n s ,
an evidence report is created as bject outpy ™

the com
slops.
UML Use Case Diagram

First Responder

Teport, complete investigation documentation and
presentable evidence. One of the design principles in

the USDOJ DFPM is to abstract the process from any

specific technology [4).

iy Dhapmn T R Disgy, 3.
Acti J DFPM is given in Fig. 4.2.11, h
UsSDO | 2
|
ig. 4211 : USDOJ Activity diagrap, )

s commences with a starting gya. P,
(b

]
|

4
W

pletion of the evidence report, fhe I‘"xe:

The Use Case diagram of the USDOJ DFpy ani,
seen in Fig. 4.2.12.

A

Fig. 42,12 USDOJ Use Case Diagram '_

In Fig. 42.12 there are three actors: the Invesigs® |
fhe Prosecution and the Defence, The First Respord”

'8 a Specialisation of Investigator. An Investigs

be any one of the following : police officer, L
* forensic investigator.

T DFPM is specifically set up for First ResP*”
Mafefﬂurusecasesin the system. M7
Collection, Examination, Analysis and Reporié




N be

ution

-. {: _mments on the USDOJ DFEpy
¥ ﬁ he USDOJ Activity diagram

- . asd One after the other, Th
'k ' which involves the

v the proceggeg are
Cre is ope Appareny
. fact that during (he
ing Process an evidence report ig Eencrated ag 4,
i This will ultimately be used jp , matter he
the €OUTH:

-

The evidence report will contain g the evidence
ollected duringthe investigation, including the chain.
of-cuﬂ"«’dy document and presentable evidence, |y
should be noted that the current paper wil) o consider
what & court considers 10 be presentable evidence,

The Use Case diagram in Figure does not show the

' courtasa role player that interacts with the System.
fir the USDOJ specification the court i often
mentioned, but 0o emphasis is placed on the fact that
the court ultimately will evaluate the presented
évidﬂm report in its finding. There is also no clear
indication as to how and when the court must evaluate
the document. Nevertheless, an important contribution
by the USDOJ DFPM is the fact that an evidence
report document is in fact produced.

-

s Comparison between the two Dfpms

- Similarities between the Kruse and USDOJ DFPMs are
apparent: Firstly, although the models use different
ierminology. (‘Acquire’ and ‘Collect’) to describe the
first phase, the processes are actually the same.

- For our purposes we will refer to both as ‘Collect’ in

. e remainder of the paper. Secondly, both models
Jb'zhi‘f*g I;;!“ ‘A;‘il;;;s‘phasc resulting in an Analyse

mr . g
"~ There are however also a number Of significant
4 difference that cannot be ignored:
These include, the fact that Kruse's DFPM explicitly
Wthcmlqgntyof the data in an authentication
Wess, while the USDOJ DFPM includes &

fore

This pr . -- | =
B p_l::cess Will alyg tomprc)m o
b m-ally, the Dpp of o
e S the g 3) el
pon " :
DFPM does not. Sk :

Curr 1 isi
ent  issueg ansing  from the

devely
Char Jpmeny
di gital fOI'E-I"L‘S'u: and

Systems  thy dre

Fear of Unpredictability

Due to ihe complexitics in (he nature

artefacts from which evidences are gathere
digital forensic tools exploit various (el
perform the same tasks (Casey, 2009, Although the
use of differem techniques is adjudged 1o help
Investigators to keep up with containing new ways of
misusing information systems efficiently (Volonino et
al., 2007), it becomes confusing 10 users which
computing behaviours are deemed inappropriate by
which digital forensic tools.

of digital
d, various
iniques o

The resultant fear tends to influence the computing
activities of users, as they become conservative rather
than expressive (Kubitschke, 2009),

This can affect the quality of feedbacks being supplied
by the users to the system, and the accuracy of the
system in detecting trends of compuier usage is
impaired.

Breach of Privacy

The recommendation that disk manufacturers shpuld
provide backdoors 1o aid investigators _m bypass
lockouts and ensure effective digital forensic amlys:
has gained proponents who has argued fc;z" i
commercial hnplemcnlation (Balogun & Zhu, 20 .].
came vein, digital forensic systems employ
¥ ::w entry techniques 1© user devices for
collection of pomual mdznualﬁ =
The potential aoccssthw techniq




. : (sibility that
In addition to that, there is a genuine po.sle:; :mng
such techniques would find their way m.tol e
hands, who would breach the confidentialitics 4

in infringing and embarrassing manners.

3. Exploitation of Tools

The functionality of digital forensic systems “’;
unique and straightforward. However, MPG""::;;
computer users with certain skill sets can re =
engineer or extend modules of a digital forensic 8YyS

such
- especially open source systems that grant .suc.
for personal use (Fitzgerald, 2006);

permissions -

(Ridder, 2009).

These tools are even used to frustrate their own

effectivencss in anti-forensic moves, thus discrediting

the information they produce as results.

~  Thus. questions arise about how open source digital
forensic sysiems can be prevented from being
exploited for unethical use, and how their exploited
implementation instances could be detected,

= Other concerns arise about the open licence nature of
some digital forensic systems, and whether it is more
Secure to make all digital forensic systems proprictary
te inhibit immoraj exploitations,

4. Commercial and Market Share Motives

— The digital forensic system market is not gas
competitive as the typical information system market
Unlike the latter, the earliest developers in the former
Mmarket have acquired and still retain the majority of the
market share,

= This could be attributed to the relative immaturity of
the digital forensics discipline, and the fact that guch
developer reputations eamed from the legal systems
Serve as precedents thar do not change very often
(Casey, 2009),
show virtually no Proof to the clajms
accuracy and reliability of their Systems,

= Investigators take these claims at face value, and feng

to prefer the earliest developers  due 0 thejr
Teputations. However, the possibility that these revered
developers hype their systems more than (hej; actual

about the

- 1 = - g
information system practices are more m’“ighm &
W

Yet, digital forensic System dcve!opcrs |

in the bid to retain or aCQuirg |

anabjrl:l:::;:t. exists (Balogun & Zay, 2‘“?‘:% A e

of the A the market share i

it also (ation of more efficieny dig"a]dc: iy

iml:ﬂ;:e" and discourages  better digiry) :r' oth

gjcsligauﬁn process in the long run. b sho

standardization of Practices :;

The difference in the nature of pracye, g
siiv

han the Pl'ﬂCliccS' in the digﬂul fol’ensic d\-’m;[’n { =
t ti,

persistent issue worth mentioning.

Users of digital forensit‘- 4 sle‘ms always el
experience and creativity in ?.eumlg up p”‘cﬂium,,;_
complete tasks, whereas typical informatiqy Sy
users use clearly set out procedures (Casey, 2009,
Though standardization of digital foreng;, Vi
implementation has been attempted and reyigy, ofy
its actualization has been elusive (Garfinke], 2010,
Thus, it remains unclear how to determipe Whethe: ;
procedural variations - of digital forens;c ity
practices are effective, or which among them j, ,
most efficient for recommendation as 3 Standard

6. Inconsistent Educatlonalrrraining Outcomes

~  As mentioned in the previous section, the use of digi |
forensic systems require prerequisite specialized sk,
= These skills are not acquirable from general compyty |

information systems,

= They are imparted through specific education « .
training over a period of time by academic universie |
and professional Organizations, in formal and inform!
modes,

|
|

@™ 431 General Ethicaj Norms For
Investigators
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e ISFCE's professional responsityitjyy o o
ides 1ts mombers solid guidelings tode of
their duties as computer

ble investigators, computer

on how they
forensicg analygiy

pxaminations must be based on well-established and
validated principles.
The examiner is forbidden to reveal any confidential
information without the client’s permission or a court
order.
The investigator is not allowed to misrepresent
credentials or associated memberships.
In addition, ISFCE encourages members to report
violations by other members. ISFCE also offers a certified
computer examiner (CCE) certification. The CCE-certified
must comply with the ISFCE's ethical principles.

-

K High Technology Crime Investigation
Association (HTCIA)
For its members, the HTCIA provides ethical
stndards, namely, its “Code of Ethics of Professional
Standards Conduct.” The HTCIA's core principles related to

{estifying include:

values its members’ intr..
\gh computer forensics

I M. 6) 4.
- tional Soclety of g 19
< pterna orensics Com
w gaminers (ISFCE) Puter o
Investigay

™ 432 Unethical Norms for Investigation

Unethical practices manifest in investigation depending
on the types of investigation.
() TIn an investigation on behalf of an individual or a firm
proposing to buy a business, the accountant could
collude with the vendor to manipulate records, inflate
asset values, depress liabilities and inflate revenues in
the years during which the proposed sale is
contemplated.
Also stock may be overstate by double counting of
cerfain items, over valuation and inflation due to
manipulation of cut-off procedures. A case in poilfl in
Nigeria was the Sadiq Petroleum Limited in the Afncan
Petroleum deal. Sadiq Petroleum limited had emerged

as the core investor in the privaﬁzaﬁor.z of the Fazllc:l;n
government investment in the Afrigan Pcm:m-
Limited. On taking OVer African Pemlwr; i
: g di al
lations and purchase. Jt was discovered '
i ' hand which was

© HICIA members use specializet thhnt;E“: as 10 had over N20 billion d::; ounmpﬂﬂed by the
advanced fechnologies to uncover the "V 7 creatively _concealed ho carried out the diligeace
 avoid wrongful conviction.  investigating SEGRRAR ¥
: ity and the truth on the company-

> techniques used 10 €

forensicy . .
i SICS anglysig . define Euid
::ls. adhuro 1o the guidelines tha iucludc pa“;uy!:lh orgzumaljnnhl The gmdc[:““hl by Othey Professions
e, Cular | opplyto testipyas - R A

ons On how t:wy should maintain thejy professional PPIY 10 testifying incjyde- I5'8 members 4, g "
o uctions in ISFCE'g o b ~ '
ﬁ“l‘lﬂn" Theipst 810 ISFCE's code of ethics include. Mermbers should maintain the utmog; gp ’_’a

ic inations : . : forensics  investigas: S Objectivity iy 4

v m ull fowuﬁlt- I:Kumlmllqlﬂnh, the l““c“llgﬂlnr Sl‘mu]d ' nsies lﬂ\'&h[\ga‘]o“s sl e lhl ¥ in gll "

naintain the greatest objectivity ang Present accurate accurately. e facy pw

: T
-— 'nw -
{indings- : evidence should pe examined and analyzeq
ifi Oroughly, ebi
All matters should be testified 1o truthfully before (e e ghly
ookt nly unbiased Opinions should be given,
4 » , = Membcl'\' 3 .
The examiner slmlfldn l.lake any acton that would e ‘;m“m_hl not conceal any findings that would
Wtobeuconﬂlct of interest later on. 3 the facts of a case to be distorted or .
Imisrepresented.




and an accountant is called to carry out }""s".g“m:hf:

for this purpose. Bankers are interested in ""Owi:‘: o

peason for the required loan as they are Camﬂlljo ad

that in such cases, the money is usually m’-?chymc

Furthermore, they wish to know the extent (0 Wi

customer is liquid.

The accountant’s investigation will thercfore cf:r!tn:. ,_:::
the verification of assets and liabilities, ascerning is
financial strength of the business, if the client whome
seeking the loan does not prepare a rl':gula._r bﬂdset.ff :
investigating accountant will be well advised to 0H€
assistance 1o the client in preparing a cash o i
showing how the loan is expected to be repaid. i t =
course of carrying out his duties, the investigating
accountant engages to unethical practices by window
dressing the financial statements of the client to be
presented to the banker. For example, the cash flow
stalements of the client to be presented to the banker.
For example, the cash flow statement can be window-
dressed in order for the client to appear financially
healthy before the banker.

(i) When the information obtained in the course of the
investigating assignment is used for personal gain by
the professional accountants or the privileged
information is disclosed to third parties without proper
and specific authority. jy, Presenting a report that
contains information that 18 materially false or
misleading and prepared  without proper care or
consideration for jts accaracy. v. When the professional
accountant fails to write and agree with the content of
the engagement letter with the client before

commencing the assignment. i, Where  the
professional fees js hased on the value of the d_iscow:ry
in the course of the investigating assignment.

(iv) When the professional accountant accepts gift, goods

%

ii.

i,

iv.

dcﬂﬂﬁd as all those imi')ff.npgr
A,

ption c47 /i the normaj ...
i ion aimed at €ha nging * Cauney oy

fi )
fran S
judgment A7
undertaken %!
extracting mo‘lTC
conniVing at ill
adduced for corrup

fession
why pro : Uy

S Jices. They include the following among oy,
prac 5.

T

th the deliberate  intep of s
tary or other benefits by o, i, |
al benefits. Various Peas0p, ul‘-""'-"; \ "
{ practices which inv:u'iahly Can X5k 1

al accountants engag, in

3 pgsiti“ﬂ of trust. sees comlmirm ;,1'""», ‘ y \

cg

X

hfl(_‘_ i £

i Ived in corrupg;
Greed : People get 1nvo Plon b,
isfied with what tp e
- just never satisfi : they have. T

want to get richer Unethical Practices in 1, "

The Need for Reinforcement of Ehjcy Coqe :
Oty

Values.
Poverty : Another reason PCOII)lC et iﬂ'b‘n]\-cd

corruption is poverty. Nigeria which s a dtvflgpL; !
economy is faced with the problem of Povery, an-m
wants to be poor and so everyone struggles 1o get Om: ]
poverty elther by hook or crook, cven it ; -
getting involved in corruption.
Most people especially the youth tog,, lag
patience : they want to get rich as quickly as possikl; |
Most youth also lack hard work, always depcnd;ng -
their father’s wealth. People want o make ends ee,
but are not willing to do it the nght way, This leags
them to get involved in corruption such ag stealige
accepting of bribes, falsification of records, dogumen
and so on.
Weak law enforcement System : The weak i
enforcement system has encouraged a lot of peue
including the accountants to involve themselves 1
corruption, hoping to get the law on their side by
paying for it or working for people who can buy i
law and rescue them

Lack of standards 1o control investigation quality
Failure to offer education relating to ethics i
accounting curricula
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2 AN iS5 @ document that (et YOU ko
w

Q3

Q4 ftis a sub-branch of digital forensics. 1t s

the Digital forensics is ofpe,, “sed in pops
a— -
2 criminal law and private invzstl'gaﬂ'o

b cyber law and private invest:'_gatim:. )

e public law and public

invest igation

d. nene of the abow_
Ans. ; (@)

what questions to expect when ou are
testifying.

a. written report

p. affidavit

¢ examination pfa;-\

d subpoena

Ars. : (€)

___ refers to forensic science applied to
digital information

a. cyber forensics

b. Digital forensics

¢. wmultimedia forensics
d. network forensics
Ars. : (b)

related to mwonitoring and analysis of
computer network  traffic 0 collect
Important information and legal evidence

L Network Forensics b. Wircless Forensics
Fovensics d. Database Forensics

ile Phone Forensics

Databage Forensies
Ang. : o

An tnvestigation is o

PUPPOSE of idensiine oo, 8 With the

| fying or verifying facts.
4 information EXamination,

b.  systematic examination

€ network examination

d. data examination

Ans. : (b)
¥ section 4.2

Q.7 in which digital evidence is acquired.

b. Exanination

reporting

a. Collection,
¢ Analysis d.
Ans. : a

____, in which various methods are used

to identify and extract data.
b. Examination

d. reporting

Q 8

a Collection,
. Analysis
Ans. : (b)
I S in which the data and analysis are
nthesized into a format that can be

understood by laypeople. |
a. Colleetion, b. Examination

d. reporting

¢ Analysis

Ans. : (B)







& ation
‘_ none of the above

ans.: ()

gl — is the d#ﬁWty in which the I'i‘\.\rgstl‘ﬂ ﬂft’hg

2t organisation takes possession of 4, il
~ in a form which can b, Preserved. ang

analysed, €g. imaging of pgey disks oy

Muof entire computers,

- mfuﬁﬂh b. Transport
¢ Notification d.  None of the aboye
Ans. : ()

Yo The accounts for four phases namely
; L# T L , examination, analysis and report.

i ,g 'DFPM model d. none

Q' 23 'A,C[s sta“ds Fg.r

a. lntermﬁam| Attrss  of
I nvestigative Speeialists

b Intermational Analysis
Investigative Specialists

€, Intermational Association of Computer
Investigative Specialists

d. International Actountant of Computer
Investigative Specialists

Ans. : (¢)

Computer

of  Computer

Q. 24 The guidelines for IACIS's members that
apply to testifying include : find out the
wrong one :

4. Members should waintain the lutr@;t
objectivity in all forensics investigations
and present the facts acoumﬂls 9

b, The evidence should be eamined ¢

aralyzed. thoroudhly.

g u 27
c. Only unbiased opinIonS ghould be giver-

d. All are correct
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o caled

(ds can help determine Whey :
compute! where the viehms and SUSpecy, w}t

Emearging Trends in Com, & Infor, Tech (MSBTE - Sel
- : .cu B 'Q
incident o¢ ith whom they communicated ang W

M 5.1 Digital Evidences 4
.ated, 40 g jons of the suspecty, 3
(s that ! yminal intentio L:
The field of computer security includes even : ghow the €v! iquitous and should he coll
provide u successful forengic experience, which Digita) data 18 i, ey
i
) - oS - f Survey- |
worthwhile and satisfying, regularly i any . ke PHiks d
- 1% : I incidents can {2 in crime @ ClY 1o Oy
lnvestigations into computer security inei le involved : ik Py i
e ¥ P ices, Or acces: A
lead to legal proceedings, such as court proveodingheil e B ters, Use mobile devices, O I“|Lfn.;| ;
o ol | )
compy evory company survey should Congg, .

Which digital evidence and documents obtained are
tored on computer sysep, e
]

nd at home.

Therefore,
= it
relevant information

e It is a science of linding evidence from digital medin - ik
employee: : T
by C— should include digital EViderige o
~  Bahse garch warrant '
: for a second s¢ and refyyg
avoid the need
; : ; unitics.
Digital Forensics helps the forensic team © analyses, lost opport i,
: ; . . h digital data cannot establigh link
inspeet, identifies, and preserve the digital evidence | Even thoug ] o ;
i i ; g : ime and crime VICUMS OF crime angd Clime
residing on various types of electronic devices. hetween cri T 1l
ffenders, they can play a role in investigations,
(4] ]
has become more common, that is, crimes committed | Digital evidence can reveal criminal behaviuur‘
in the electronic or digital domain, especially in provide investigative clues, Oppose or support Wilney
testimony, and identify possible criminal suspects.

likely to bo used as evidence in trials. I
like a computer, mobile phone, server, or network.

= It provides the forensic team with the best techniques

and (vols 1o solve complicated digital-related cases.

= In the past few yeuars, a new category of crime scenes

cyberspace,
= Criminal  justice agencies around the world
increasingly need (o investigate some or all crimes | ¥ 5.1.1 Definition of Digital Evidence
committed t ther electronic : ,
& d'm hrough the Internet or o In any court case, the parties must produce evidecs .
mediia. -
: support of their case whether that g the
= Resources and procedures are needed to elfectively claimant/prosecution or the defence.
search, find and save all types of electronic evidence. )
Without supporting evidence, the claim/prosecution or

=  The evidence ranges from child pornography to
defence is hi ikely to fail.
cncrypted data used to further various criminal cfence is highly likely to fail
activities. ~  Digital evidence is defined as any data that is stored o
= Even in investigations that are not primarily electronic mitted using a computer, SUPparts or disproves (e
theory of how a erime occurred, or addresses key

mn nature, computer files or data may be found at some

point in the investigation and require further anal ysis. clements of crime (such as proof of intent or absence).

~  The use of digital evidence has increased in the pat
criminal investigations, including homicides, sexual few decades as courty have allowed the use of e-mals
crimes, missing persons, child abuse, drug dealing, digital P-hmmphﬁ.

fraud and theft of personal information. - ATM transaction logs, word processing document’
In addition, civil cases can rely on digital evidence, and | Instant message histories, files saved from accountiié

electronic discovery is becoming a routine part Ofﬁivil Programs, Spreadsheets, internet browser histone

disputes. databases, the contents of computer memory, comp

Digital evidence can be used in a wide range of

Moo Poblications.. . Wlere Autlers iasite Sl
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» 513 Original Evidence

A ndﬂwm's subpoena power.

gim@ outside the oontwl of the

mckg. logs from a hotel's aloa

Clroni
digital video or audio file, o

w. ‘\d dnm-
2 gest Evidence Rule

pest evidence rule, which had beep establisheq (q
1:’ alieration of evidence, either intention,
gtates that the court prefers the
lﬂ&' rather than a Copy,
Wﬂ.esewndumns
original was lost or destroyed by fire, flood, o

acts of God. This has included sych things ag
. msemployms or cleaning staff,

o original was destroyed in the normal course of
The ori inal is in possession of a third party who is

ally op
Original
but will ﬂ[:mpl a

The

This rule has been relaxed to allow duplicates unless

is a genume question as to the original's
zmy or admission of the duplicate would,
mdmhecucumstances, be unfair.

Evidence of a statement made by someonc other than a
witness to prove that the statement was actually made,

pot its authenticity.
! re, if @ witness
that hcl heard the defendant defame the claimant, his

Kaiaoay i the original evidence: 1
procedures or situations are used 1 PU
% client / victim.

testified in a defamation lawsuit

diligence orlhﬂse

Authentic

O

Evidence Must have heen Prese.

SServed .
n such g way that i canhe - L: : and Bithireg
i §
Many differen

inadmissible.

These can include failure o obiaip g

Propes '
warmanl, breaking the chain of evidence, ang :
mishandling or even destroying the evidence.

The evidence must be relevant to the case, and the
forensic examiner must be able to account for the
origin of the evidence,
For example, intercepting an email transmission is
not enough 10 prove that the alleged sender was
responsible for the message.

A relationship must be established between the

message and the computer it was sent from.

It will also need to be established, beyond
reasonable doubt, that there was relationship
between the computer, he MESSIES, and the
person who sent the message.

Complete

When cvidence is presenicd. must be
A clear and compleie CE® i

E‘U:)w‘med hat can account for how the evi

prese

came 10 be-

(o}
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©  The evidence presented showed that the mmg:!k
s WO
had been downloaded onto the maﬂ o jES
computer, but it wasn’t until much later 10

- been
that the defense revealed thar the IMAEES hjdm 0
: 1
downloaded by a virus on the machine, an

the defendant. 1
An innocent man was almost convicted and F“' i
prison because the prosecution’s exanminer U."“i not
present complete evidence and a jury is mol
technically savvy enough to sec this.
©  With all of the different processes running on &
computer, it's critical to be able to tic a piece of
evidence to its origins and tell the whole story-
=  Reliable
© Any evidence collected must be reliable. This
depends on the methodology and science used.

o The techniques used must be credible and
generally accepted in the ficld.

© If the examiner made any errors or used
questionable techniques, this could cast reasonable

doubt on a case.
—  Understandable and believable
© A forensic examiner must be able to explain, with
clarity and conciseness, what processes he used
and how the integrity of the evidence was
preserved.
©  If the examiner does not appear to understand his
own work, a jury may reject it as well.
© The evidence must be casily explainable and
believable.

M 5.3  Characteristics of Digital
Evidence

Following are essential characteristics of a digital
vidence:
Admissibility : It must be in conformity with commop
law and legislative rules. There must he relationship
between the evidence and the fact being proved.
because it was obtained without authorizatiop,

@ 5.3.1

ot joisdiclons & WARRL i reqre N
stigate digital devices. In a digiyy Mya I.h: Ty
an present problems wh.re:re, for Cx“"‘plg. ,,'Ih"'
er crimes are identified wpj, invcﬁtlr":r".

nve:
this €
of oth
another.

Reliability :
origin- .
Compleieness = The evidence should Prove 1,
¢ actions and help to reach a conclusiop

Convincing to Judges : The evidep,, i
convincing and understandable by the judges

Authentication : The evidence mus; p, -

related to the incident. Courts largely o y

themselves with the reliability of such digital E"idu:

The investigator must be able 1o Prove . o

authenticity of the digital e"idf’:m by ﬂ-xplaimng._ o

reliability of the computer equipment.

The manner in which the basic dagy Was mlham

entered.

The measures taken to ensure the accuracy of y,

data as entered. o the method of storing the da

and the precautions taken to prevent its |oss,

o  The reliability of the computer programs sed i
process the data, and o the measures taken |
vernify the accuracy of the program.

The evidence must be from o
LTS
P

o

Locard’s Exchange Principle

The value of trace (or contact) forensic evidence wa

first recognized by Edmund Locard’s in 1910, He s

the director of the very first crime laboratory

existence, located in Lyon, France.

The Locard’s Exchange Principle states that il
contact between two items, there will be an exchangt’
For example, burglars will leave traces of ¢/
presence behind and will also take traces with then

They may leave hairs from their body or fibers
thf:ircloﬂ"j-“g'3'3'hiﬂdamtthf.zy may take carpet "
away with them,

Paul L. Kirk expressed the principle as foll®
“Wherever a criminal steps, whatever be

T
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a % a a

e

 desoribe data more specifically and t0 help determine
- the context of digital evidence. '
Wbt i / bit-by-bit

'.'Mmm' Vel unconsciouyly, wi! .
et witness against him, serve 4
M only his fingerprints or his Tootpringg b
» = ppers from his clothes, the glasg pe besi
M w lﬂ‘l"ﬂﬁ. tlw pmtll. ]‘Ij scrnlchcg

deposits or collects,
somen P

H[._.gl_' and more, bear mute Witnesg g
g .mi,is vidence that does not forget. I¢ 15
_wmﬁciwt of the moment,

Ut his hair.
S, the lool
the hiu(,d =

BAINSt hiyy,
| cﬂnfu!ﬂzd

 is 00 absent because human witnesses are. |y
! {:cﬂlﬂl evidence. Physical evidence cannot be w
it perjurc itself, it cannot be Wholly absen
G failure to find it, study and understand
jiminish its value.”
ital evidence is usually not in a formar (g is
girectly readable by human,
Thercfore it requires some additional steps to convert it
1o & human readable form in the form of writing,
i evidences must follow the requirements of the
Best Evidence Rule.

i3
rong, it
t. Only

i, can

3 53.2 Digital Stream of Bits

Fred Cohen mentioned that digital evidence is the only
wamﬁf bits that can be arranged in an array o
display information.
The focus will be on the bits, not the media that
contains, transmits or processes them, of the basic
physical characteristics of the media.
onsecutive bits of information arc rarely meaningful,
and tnals are needed to logically display these
Finding digital evidence also helps inspectors conduct
inpections during inspections. Metadata is vsed 10

!

image is a sector-by-sector

on i i g i Moy,
e EVidence 8 of Conftamiy :\lulk i
The ¢ 2 the
OMputer
Orensicy g
'i'.l'E‘l S Exam
o mage by ltaching the ET Creates the by ;‘ .

M54 Typeor Evidence

Evide 5
i ncc Comes in many forms, and oven il it's not
ddmissible in cour can still be relevant

provide valuable 10 a case and

Insight during an investi gation,

= Some of the major tYpes of evidence are a5 follows: !‘J
1. Nlustrative evidence v
2. Electronic evidence
3. Documented evidence
4. Explainable evidence |
5. Substantial evidence
6. Testimonial evidence x

8. 5.4.1 Mustrative or Demonstrative '

Evidence

_  Plustrative evidence is also called as demonstrative
evidence.

_ Demonstrative evidence is

representation of an object.

This is, as opposed 10, real ev

other forms of evidence used at tnal.

at is considercd 1© be

evidence in the form of &

idence, testimony, .
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Eﬂ!m' H”R"‘g
# How Hackers Beget Ethical Hack
ery

x Defining hacker, Malicio users

u"“nﬂndll’}g the need to hack yo
ur ow

"nd.uundln the
g dangers Your System
Nontechnical attacks

N Systemg
8 face
Network-infrastructure attackg

» Operating-system attacks

s Application and other specializeq attacks
obeying the Ethical hacking Principles

v Working ethically

¢  Respecting privacy

2 Not crashing your systems

The Ethical hacking Process

B Formulating your plan

. Selecting tools

* Executing the plan

¢ Evaluating results

¢ Moving on

Cracking the Hacker Mindset

*  What You're Up Against?

*  Who breaks in to computer systems”

*  Whytheydoit?

*  Planning and Performing Attacks
*  Maintaining Anonymity
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1@ is to scan the mmmwm%
& On a mmpulnl‘ or [u:tw()rk
finds 2 weak points o the |
l-‘ L 4 _web appllcs.tic-n.-s Or network g
' @ﬁ : ,'_!__ pmg_ommmm-

. ,‘M _ ﬂ._wﬂgus types of hackers:
_w ! Mﬁ” Hat Hackers (Cyber-Security Hacker)
i :-kﬂnt}-lac.kers (Cracker)

g " Gray Hat Hackers (Both)

8. g

W0d 4g iy

8. An elhi';u']
001'—“101‘;3 ill
Malso "eporty

&

¥ nite Hat Hackers
“'* .Ill_.__ £am T

i WM to check for bugs and eLhically repor it
o We are authorized as user to oy for

:;, iﬁ the website or the network and report it g

white pat hackers generally get all the peeded
© oo about application or the network (o test
ﬁrm organization itself. They use their skills ©
ﬁfﬁm website goes live or it altacked by

3 ﬁﬂsw organization does not allow the user o test
- ﬁ:ﬁ’“f .I;l jically enter inside website and also steal

-om admin panel or manipulate data.
iy themselves and advantages they
al financial gain.

EE o oo bdbdbdbdbaoalldddfe

tfrom personal data for person
\ cause major damage to company -
- “which lead to loss of the compan .
ent. This can even lead you to extre

yala

g

B 611 How Hackers Beget Ethical
Hackers

All are heard of hackers. Many of us have even
suffered the consequences of hacker
Information which we need 1o know 1 -

actions.

o Who are these hackers ?
© Why is it important to know about them?

Y. 6.1.2 Defining Hacker, Malicious users

Hacker is a word that has two meanings :
Normally, a hacker is someone who likes to tigker with

[ software  Of electronic  Systems. Hackers  enjoy

i s operate.

exploring and learning how computer is:e 40
They love discovering MW way

i
!
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p - BTE ~ Sem
form ion-security Vulngmh“-“iu S
py themselves. However, “Xploiting

os at the same time ¢an take iy e eVery)

| ﬁ S-QL Server administrator Passwo

5 Miguratioy, |,
= 4 N
| W on8 wireless network may

fd! and o
no

Servey
i t be‘ ]
1%y concems separately. o
; ,,ﬁﬂﬂi ting all three of these Vulnerabyiljy
B e can be a serious issue

s\sj Nontechnical Attacks
:_I:wl_:- 23 3 :
: - that involve manipulating People end ygerg
1 evm yourself are the greatest Vulnerability Within
computer of network infrastructure.

€S at the

are trusting by nature, which can lead to
- !Hd‘lm_oagiﬂ Qﬂl’ing e,xploits. Social cngineering s
: Dl - as the exploitation of the trusting nature of
_ﬂ_ Bl lize: 1o gain information for malicious
. I i and effective attacks against
- W systems are physical. Hackers break into
o computer rooms, or other areas containing
.-FH' m& s"‘
silical information or property.
attacks can include dumpster
o through trash cans and dumpsters for

diving

ol _property passwords, network  diagrams,
Network-Infrastructure Attacks

can be
« moainst network infrastructures
e fzm eached from anywhere

Operating systems
X such
flavours of BSD

that arp Miire
as Novell NetWare ang the

UNIX i ahacked, ang

Seeure oul of (e bo,

Yulnerabilities tum up.

But hackers prefer

attacking operating systems. fike
Windows and Linux

because they are widely used and
better known for their yulnerabilities.

Here are some examples of atiacks on operating
systems :

o  Exploiting specific protocol implementations.
o Attacking built-in authentication systems.
o  Breaking file-system security.

o Cracking passwords and encryption mechanisms

v 634 Applicationand other Specialized

Attacks
i . Programs
jcati lot of hits by hackers oge
- lications take & e %0
Af:h g5 e-mail seTver softwire and Web applic
§
often are beaten down ! pin
Hypertext
; Mail Transfer Proiocol (SM fmw?) W{mm i
. allow
frequently attacked ok s
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Spam (unk ¢-mail) is wreaking havoe on system

° availability and storage space. And it can carry
malware.
~  Ethical hacking helps reveal such attacks against your
computer systems.

Pasts 11 through V of this book cover these attacks in
detail, along with specific countermeasures you can
implement against attacks on your Systems,

M 6.4 Obeying the Ethical Hacking
Principles

Every ethical hacker must abide by a few basic
commandments. If not, bad things can happen. I've scen
these commandments ignored or forgotten whensplanning or
executing ethical hacking tests. The results weren't positive.

®™ 6.4.1 Working ethically

The word ethical in this context can be defined as
working with high professional morals and principles.
Whether you are performing ethical hacking tests
against your own systems or for someonc who has
hired vou, everything yvou do as an ethical hacker must
be aboveboard and must support the company's goals.
No hidden agendas are allowed.

Trustworthiness is the ultimate tenet. The misuse of
information is absolutely forbidden. That's what the

bad guys do.
X4 6.4.2 Respecting privacy

— Treat the information you gather with the utmost
respect. All information you obtain during your testing
from Web-application log files to clear-text passwords
must be kept private.

= Do not use this information to snoop into confidential
corporate information or private lives,
- If you sense that someone should know there's a
problem, consider sharing that information with the
appropriate manager,

Involve others in your process. 'I‘hisisa’“‘wmchlhe .
wmcher”ayswmmatcubuﬂdmmmmtw :

6-6
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ethical hackmg projects.

MW 6.5 The Ethical Hacking Process

hacking needs to be planned in advance. Strategic and
tactical issues in the ethical hacking process should be
determined and agreed upon.

T

Introduction of Ethicy) 1,

Sy,
Not crashing your Systems

takes I've seen whep People

hlsgcq.l mis
One of the It

stems i5 inadvertenly .
1o hack their own SY Y u'“hlr,!

their sr-‘“"'"
- reason for this is poor planning, They, testey,

not | the documentation or ml‘-“ﬂdcruum
have
and power of the security tools and lcthnlquc

you can easily create DoS conditions on your S¥stemy

when testing. Running 100 many (ests 100 quickly -
system causes many sysem lockups.

| know because I've done this! Do not rush things gy

assume that a network or specific host can hang)e the
beating that network scanners and “‘""’mhllity
assessment tools can dish out.

Many security-assessment Lools can control how Many
tests are performed on a system at the same time.

These tools are especially handy if you need to rup
tests on production systems during regular busines
hours.

You can even create an account or system lockou
condition by social engineering someone into Changing
a password, not realizing that doing so might create 4
system lockout condition.

Like practically any IT or security project, ethical

Planning is important for any amount of testing froma

simple password-cracking test to an all-out penetration test
on a Web application.

= 6.5.1 Formulating Your Plan

Approval for ethical hacking is essential. Make whit
you are doing known and visible at least to the decisiod
makers, Obtaining sponsorship of the project is &
ﬁmm

p-New Publications ........ Where Authors iaspice jnnavation
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e o efforg it
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. deliverables this include security-
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being detected.
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iﬁw hﬂhﬂg can take persistence. Time il
e e . N o,
s performing your ethical hacking tests,
nw jn your network or a seemingly benigy
aployee Jooking .ove-r‘ your shoulder may watch
iieg o1 T perco coud e ui
FWW you start. Just make sure you keep
oo as quiet and also private as possible.
ﬁi especially critical when transmitting and also
P MYP‘ these e-mails and a files using
 waint (PGP) or something similar. At a

3

Subm;
mmn a fw TEpOT to upper management of \o your
Omer, outlining your resylts.

K&pﬂw&cm}mmicsmlhcmms\lw

1t your
efforts and their money are well spent.

% 655 MovingOn

When you will finished your cthical hacking tesis, you
still need to implement your analysis and
recommendations 10 make sufe Your SyStems s
Seclire.

~  New securty vulnerabilities cootinually appea:
|nformation Sysiems constantly change and become




E
Many information security product vendors and other
professionals claim that you should protect yOur
systems from bad guys both internal and also exiemnal.
But what does this mean? How do you know how these

people think and work?
Knowing what hackers and the malicious users want

help you understand how they work. Understanding

how they work belps you 1o look at your information

systems in a whole new way.
. 6.6.1 What you are up Against?

In the media, public perception of hacker has
transformed from harmless tinkerer to malicious
criminal.

—  Nevertheless, hackers often state
misunderstands them, which is mostly true. It is easy to
prejudge what you do not understand.

—  Unfortunately, many hacker stercotypes are based on
misunderstanding rather than fact, misunderstanding
that fuels a constant debate.

—  Hackers can be classified by both their abilities and
their underlying motivations, Some are skilled, and
their motivations are benign; they're merely seeking
more knowledge.

— At the other end of the spectrum, hackers with
malicious intent seek some form of personal gain.
Unfortunately, the negative aspects of hacking usually
overshadow the positive aspects and promote the
negative stereotypes. -

—  When they were growing up, hackers' rivals were

monsters and the villains on video game screens. Now

hackers check their electronic foes as only that
electronic.

that public

~  Hackers who perform malicious acts do not really
think about the fact that human beings are behind the
firewalls, wireless networks, and Web applications
they're attacking.

They ignore that their actions often affect those human

beings in negative ways, like as jeopardizing their job

security.

6-10

Introduction of Ethical

Trends in Com. & Infor. Tech. (MSBTE - Seim. 6)

On the flip side, odds are you have at least a handsy, N
employees, contractors, inters, of consultamy ,
intend to compromise sensitive information on }.U_;
petwork for malicious purposes. F
These people do not hack in the way people 5
suppose. Instead, they root around in files on Seryey
shares, delving into databases they know they mug
be in. sometimes steahng. modifying. and dﬂtﬁng
sensitive information to which they have access,
This behaviour is ofien very bard to detect eSpecially
given the widespread belief by management that users
can and should be trusted to do the right things.
This activity is perpetuated if these users passed thej;
criminal background and credit checks before they
were hired.
Past behaviour is often the best predictor of fum
behaviour, but just because someone has a clean recorg
and authorization to access sensitive systems does no
mean he or she won't do anything bad. Criminals have
to start somewhere!
As negative as breaking mto computer systems ofien
can be, hackers and malicious users play key roles in
the advancement of technology.
In a world with-out hackers, odds are that the latest
intrusion  prevention technology, data leakage
protection, or vulnerability scanning tools would not
exist.
Such a world may not be bad, but technology does
keep us in our jobs and keeps our field moving
forward.
Unfortunately, the technical security solutions cant
ward off all malicious attacks and unauthorized us
because hackers and (sometimes) malicious users a%
usually a few steps ahead of technology.
However you view the stereotypical hacker
malicious user, one thing is certain: Somebody Will
always try to take down your computer systems 24
compromise information by poking and prodding
where he or she must not, by all-out hacking, of ¥
creating and launching automated worms and O
malware. You must take the appropriate sept ©

protect your systems against this kind of intrusion-

=3
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, Who Breaks in to Computer
- gystems?

ckers have been aroung e

» WM mbwm widely used in ::: f;:d?;;’osi“cc
z:mmam public has started to heay o ands. the
Mmckins.- Mmore
ool o foW hackers, such as John Draper (also

j ﬁw" Crunch), and Kevin Mitnick, are really wej
pown. Many more unknown hackers are looking 1
make @ name for themselves. They're the ones you
pave 10 Jook out for.

Known

-

In & R biack onc white, describing typical
is casy. A general stereotype of a hacker i$ an
aafisocial pimply faced, teenage boy.
But world has many shades of gray and many types of
2 B Hackers are human and unique individuals, so
an exact profile is hard to outline.
The best broad description of hackers is that all hackers
are not equal.
fach hacker has his or her own unigue motives,
" ahods, and skills. Hacker skill levels fall into three
g@ﬂ] categories:
| @ Seript kiddies

- These are computer novices who take advantage of the
hackee tools, vulnerability scanncrs. and the
ducunmtanun available free on Interncl but do fm[ll
have any knowledge of what 13 really going on behin
the scenes. '

3 but

- They know just enough to Cause you headachffs, ¥
‘tpically are very sloppy in their actions, leaving
sons of digital fingerprints behind:

: kers
[ T _ tYplCﬂl hac
Mﬂﬂu&h these guys are the Stered * ofareod

hat you hear about in the news media, the
ol migimal skills 10 carry out their Atk

Cumpmei. Network
also wrige

If these Buys did not exisy, we would e
= J

have much i,
ools,

the wa
Y of open source SECURLY lesting

L follow many of these security researchers on 3
weekly basis via

their blogs, message boards, and

articles and you should, wo. Follawin g the progress of =

these security rescarchers belps you stay up (o date on >
both vulnerabilities and the latest and greatest security _
tools. : o

The Black Hat security conference that found that

everyday IT professionals even engage in malicious

and criminal activity against others.

And people wonder why IT does not get the respeet i

deserves! Perhaps this group will evolve into 8 fourth .
general category of hackers in the coming years. '
Regardless of age and complexion, NACKERS POSSEss

curiosity, bravado, and offen very sharp minds.

Perhaps more important than a hacker's skill
level Is his or her motivation :

] i ifical or social

disserninate polibc
Hacktivists &y © s
ough their work. A hackuvist o
messages e 2 gLk

ablic awareness of & (hese hackers

g . o many siwator™

i e anﬂ:l:l‘w you down if you ax?::% ‘f“ b
1 1 IO d h u ;
will iy 2 . V'&IF:‘H h

contrary to e b e Fre



wanlth envy and by corpoiations, and it abonl w0y
other soctul and politoal fnsue you can think of.
L Cyber tervovists (boih organiged  amd unorganized,
often backed by government agencios) attack corporme
ar - govoerment ity

infrastructures, such asx power grids and ai mnllhI
ulei

computers  and  public

control towers, They crash critical  Kysteims
elassified data, or expose the peronal information of
goverament employees. Countrdes take the thiets these
oyber termrists pose 8o serfously that many mandate
information seoueity controls in erucial (ndustrios, such
as the power industry, (© protect essontial systoms
ARUINSE those attheks,
3. Hackers for hire are part of organized crime on the
Intornet. Many of these hackers hire out themselves of

therr DS credting botnet for money,
™ 6.6.3 Why they do it?

Hackers hack bocause they can. Period. Okay, ilr OS5 &
hittle deoper than that,
Hacking is a casval hobby for some backers they hack
Just to check what they can and can't break into,
usually testing only their own systems. These are not
the folks.

= Focus on those hackers who are obsessive about
gaining notoriety or defeating computer systems, and
those who have criminal intentions.

= Many hackers get a kick out of outsmarting corporate
and government IT and seourity administrators, They
thrive on making headlines and being notorious,

Defeating an entity or possessing knowledge that few
other people have makes them feel better about
themselves, building their self-esteem.
= Many of these hackers feed off the instant gratification
of exploiting a computer system,
= They become obsessed with this feeling. Some hackers
cannot resist the adrenaline rush they get from
breaking into someone else's systems. Often, the more
difficult the job is, the greater the thrill is fm- hackers,

introduction of Ethica) Moy,

given {heir collective fendengie, by
idualism or

Fomote individu leny the

plormation because nany

nould be free.

(( {8 a it Jronie

hackers often P
|Im'unlrnlla'.nllmi (5]
that wll Jnfurmnlh'm [

{f ) l"'—“i:‘.-.-

(hink their attacks are different from atiacy in
They

e Nﬂl Wi'"'l(lr

(ackors Mty casily
ctims and the conseguen :
about the choices they are Making

ignore  or misunderstang thejs

ces of hacking. They d; fio
vi
(hink long-term

foduy. .
Muany hackers 84y they do not intend 1o harm or profit

(hrough their bad deeds, a belief that helps them justify

their work.

Many do not look for tangible payoffs. Just proving 4

point is often 4 sufficient reward for them. The worg

sociopath comes to mind.

The knowledge that malicious attackers gain and the

sell-esteem boost that comes from successful hnl:king
might become an addiction and a way of life. Some
attackers want to make your life miserable, and others
simply want to be seen or heard.

Some common motives are revenge, basic bragging
rights, curiosity, boredom, challenge, vandalism, thefi
for financial gain, sabotage, blackmail, extortion,
corporate espionage, and just generally speaking oul
against “the man.”

Hackers regularly cite these motives to explain their
behaviour, but these motivations tend to be cited more
commonly during difficult economic conditions.

Malicious users inside your network may be looking to
gain information to help them with personal financid
problems, to give them a leg up over a competitor,
seek revenge on their employers, to satisfy ther
curiosity, or to relieve boredom.

Rmm that hackers often hack simply because they
can.

Some hackers go for high-profile systems, but backif®

i’“". anyone's system helps them fit into hacker cile®

Hackers exploit many people’s fase sense of 4™




formatior mbcinnmmthnnune \
so if hackers merely Copy ; -02 -

’ ns they break imo, i is tough mhd.tmn

0 ers possess  that informatjop, ang F:m"e

{¥ r _”i w get it back. $

packers Know that a simp defaceq 4,
v il ke i o o 1, o,
Ll a large-scale data breach:

n,um - can often persuade managemen,

| howc\rcr,
R to information threats and Vulne

and Other
1o Tabilities.
_ent studies have revealed thy mMOst secy

A Mﬂwbamc in nature.
s nothing but the basic faws the tow.hanging
N’ MW“"]‘ just waiting to be exploited.
i . preaches continue 1o get easier o execute
e der to prevent for several reasons:
: _' ad use of networks and Internet connectivity
i ..-.l'itl' : myided by computer systems working
ﬁe Internet and often on the internal network
ﬂ gﬁ’wﬂ"e logging, monitoring, and alerting
M pumber and availability of hacking tools.
Ly number of open wireless networks that help
molexity of networks and the codebases in

Tk

rity

-

: e e attack.

Cuesy, v, ™
B8 that gy
them

they take, moy

ignorance,
4Spects of real-world securiny

ofien do Slupid thiy

administratarg baek o
Whatever approacly

malicious
They know the (ollowing

altackers® prey on

mm‘]ﬂﬂtyufmmpumm,“m“w
m"‘?- The Computer Systemis are not properdy
patched, hardened, or monitored, Attackers cun often
fly below the radar of the average firewall or ininssion
prevention system (IPS). This is especially true for
malicious users whose actions are often not monitoeed
at all while, at same time, they have full aocess o the
very environment they can exploil
Most network and security administeators simply
and aftack methods. These people ofien have 10
top of and too many other fires
many tasks to stay on top : o
ork and the secusty admint
to put out. Netw g
may aso fail o natice of respend

pecause of poot time and g4

ﬁmcand‘m )
resources 00 in the Appendix







of oy
. Rty
of W : WM;Hat Hackers 4, Extier
i v M analyst a consultantc who haye
g intent T help firws and. Governpmeyys
d‘ identification of loopholes as well 4 help
5 W pmtratian tests for se_c“n'hs i
'  hich is the legal form of hacking based on
st ¥ hich jobs are provided in IT industries and
L ows:C
P.: 1_.- :i_.. . m Eﬁl'cﬂl HﬂCkf"g (s an ethical
[ ke white-hat hackers
: form of hacking done by
R rforiming N

ifying  potential  threats ‘
ions and firms. They are nefarious
Wl-d M main motive is to gamn
o b ning cyber crines:
to here ?

b) Sam Spag

€) NMap

4) Superseay

£) Nslookup e

Ang, -
(A, (8), (g

Explanation : \yp,

15, Sam Spade, and
nslookup are alf i

: | ustd to passivel Y gather
information about o target. NMAP and

SuperScan are host and network. scanning
tools.

Performing a shoulder surfing in order to
theck other's password is tthical
practice.

a) a good

b) not so good

¢) very good social engingering
d) a bad

pmctics



16
E-M Trands In Com. & Infor. Tech. (MSBTE - Sem. 62

Leaking your company data to the outside
network without prior permission of senior
authority is a crime.

b) False

Q. 7

a) True
Ans. : (A)
Explanation : Without prior permission of the
senior authority or any senior wember, if
you're leaking or taking our gour covapany'’s
data outside (and whith is confidential), then
{t's against the code of corporate ethies.

is the techmigue used in business
organizations and firms to protect (T assets.

a) Ethical hacking

b) Unethical hacking

) Fixing bugs

d) internal data-breach

Ans. : (A)

Explanation : Ethical hacking is a that used
by business organizations and firms for
exploiting vulnerabilities to secure the firm.
Ethical hackers help- in  increasing the
capabilities of any organization or firm in
protecting their IT and information assets.
Before performing any penetration  test,

through legal procedure, which key points
listed below is not mandatory?

Q.11

a) Know the nature of the organization

b) Characteristics of work done in the firm
¢) System and network

d) Type of broadband company used by the

firm
Ars. : (D)
Explanation :
penetration test, through the legal procedure
the key points that the penmetration tester
must keep in mind are :

Before performing any

Q. 12

Q.13

of the orgamizatio,
vk the organizatic, dg

the natuve
t) KnoW

what tape of “°

and
aud Mmorks HSf,g:

Sgstam [.PL
and

various depavtmmts e

confidential data that are sent g
A over the network.

the

receive

ic the branch of cyber security thes

= lity and provides differpa

deals with wmord

thearies and @ prfru:l'_plz regarding the viey.

points about what i right and wrong.
a) Secial ethics

b) Ethicsin eyber-security
¢) Corporate ethics

d) Ethics in black hat hacking

Ans. : (D)

Explanation :
branch of cyber security that deals with
morality and provides different theories and

Ethics in cyber-security is the

principles’ regarding the view -points about
what is right and what need not to be done.

The Full form of Malware is

a) Malfunctioned Software

b) Multipurpose Software

¢) Malicious Software

d) malfunctioning of Security

Ars. : (C)

Explanation : Different types of harmid
software and programs that can pose thred
to a system, network or anything related ¥
cyberspace are termed as Malware. ExXAMPE
of some common malware are Virus, Tri*™
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tures,

) .i.-,fo"““ﬁ‘o“ is which type' of S5

gwﬁw o =
. a) Human—bdsffd b) CO'“P““-"*E?md

)N Mf“h’dm‘ d) Coercive

¢

i ®

thm : Pop-up windows are q method
JWM information from a usey utilizing o
WIIW'

what is enunaeration?

i #

above

Pli‘.‘.

% an employee's credentials

LC4 U\-f’ll'c"\ was .,
o i wPhtCmck IS a Pﬂsswohi Vm.usla
g tool; used For pecs:

i‘d - W and also hefps ;, res ehgt,
] .Mt M windows password s

) —up windows to get 4
u_gns per user ¢4 S

) identifying active systems on the network
n Ccracking passwords

J ;dmﬁfyu'ng users and machine names
9 ldentifying routers and firewalls

ws.  (€)

wﬁmﬁm . Enumeration is the process of
finding usernames, machine names, network

shares, and services on the network.
ic called the

_____ wode of ethical hacking.

Q. 37

Ethical hackers

a) Excellent knowlzdge of Windows

b) Understands ¢, process of oy

NETWOrk vulnerabiities s

¢) Patience, persistence and perseverance

d) Has the highest (eve| of
organization.

Ans. : (D)

security for the

Explanation : Each answer kas validity os a
characteristic of an ethical hacker. Thaugh
having the highest security cleavance is ideal,
it is not always the case inan organization.

Q. 38 What is the purpose of & Denial of Service

attack ?

a) Exploita

b) To execute & Teppanie

¢) To overload a system i
oper"ﬁtiomr

shumwn 5

weakness in Ehe TCP/IP stack
a system
i is no longer

wices by B

them off
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,-._ inplications of Wireless Network Vulnerabilities,
e Ends. ) Ve Network Attacks
o (| 12 Operating System Hacking
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spaling Syslems g apy
o] o petwork. Devicos gyep
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il ”.‘Hy tho asands of Possible
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A routge
(”“Jhu'ling
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Network
and evep More
oo probably don't have the time

9‘:‘ available 1O test yoy, nelwork
: 5 "'hlt'! \'uk "
sotoms for all possi ner
‘ syste

aihililim‘

|
! M ol and method imaginable, Instead, you
ety

;"d“‘ 5 0 tests that will produce a poog Overal|
#wfoco”ou_r petwork and the tests | describe i
ﬁ“"" i produce exactly that.

‘ijiminﬂm many well-known, network-relaged

'?“1 jities DY simply patching your network hoss

yendor software and firmware updates.
o ork infrastructure systems aren't
v o '::etwodds are good that your network
wms;e a’tmckcd from the outside. You can
e other vulnerabilities by following some
“-M)‘ractices on your network, as described
i tests, tools, and techniques outlined
| nﬂ-m?;r tht; most bang for your security
1.

sessment buck.

Vulnerabilities

vulnerabilities are  the

4 hy you
' ing k. That's W
g running on your networ e
lest for M and eliminate them whenever

etwork
= . your N
for security tests OO

should be to find weaknesse”
stwork so you can quantify

s that other®
and treat

&)

If someone exploits a vulnerability in ae of the items
in the preceding list or anywhere in your network's
security, bad things can happen ;

o A malicious employee using & network analyzer

o A hacker can set up hack

Wlwn
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C
) hvr\ !
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(SSLy e 4
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Commonty atackes poss gy Uhprotected
©  Network host configurations
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Network mg mitoring and MinEnance

An attacker can launch o denial of service (DoS)
arack, which can take down your Internel

Conneclion or your entire network.

malls and
5{&[] cnnﬂdennal information 10 & ma'J»
can

files sent over the petwork.

Joor access it your

network.
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™ 7.2 Scanning-Ports "Pﬂ_; O e e e o v S o
X .n___________—-'-—-_"_ . -
B atie e M rep
- A SMTP (S1mp
port scanner shows vou what's what on your 25 ; ¢ Protocol)
) . ' Trans
network h}' scanning the network to see what's alive .__--—-—-"_'l"_"_—_-_—_ TCP, GB‘;-
and working. Port scanners provide basic views of how 37 Time =
the network is laid out. They cam help identify '—"_;_T"__H DNS (Domﬂiﬂ Name
unauthorized hosts or applications and network host System) —— L
configuration errors that can cause serious security T TETP (Trivial File Transfer | UDP
vulnerabilities. : Protocol) ;
[ACIi, —
ey Sl
= The big-picture view from port scanners often 10 Finger TCP, UDp
uncovers security issues that might otherwise 20 POy HTTP (Hypertext Transfer | TCP
unnoticed, Port scanners ure easy to use and can test Protocol)
network hosts regardless of what operating 8ysiems 110 POP3 (Post Office Protocol | TCP
and applications they're running. The tests are usually version 3)
performed relatively quickly without having to lc:url‘_h 7 SUN RPC (cemote TCP. UDl?-
individual network hosts, which would be a real pain procedure calls)
otherwise. -
L - 135 RPC/DCE (end point TCP, UDP
—  The trick to assessing your overall network security is mapper) for Microsoft
interpreting the results you get from a port scan. You networks -
| g

can get false positives on open ports, and you might 137, 138, | NetBIOS over TCP/IP TCP, | TCP, UDP

have to dig deeper. For example, User Datagram 139,445 | UDP
el R P R e el 161 | 161 SNMP (Simple TCP, UDP
reliable than Transmission Control Protocol (TCP) I Mana,gémenl
scans and often produce false positives because many Protocol) , ‘
applications don’t know how to respond to random 443 HTTPS (HTTP over TLS) TCP -
incoming UDP ests. ' = ; -
sy 512,513, | Berkeley r-servicesandr- = | TCP
= If your results don’t match afier you run the tests using 514 commands (such as rsh,
different tools, you might want to explore the issue rexec, and rlogin)
further. If something doesn't look right such as a 1433 Microsoft SQL Server TCP, UDP
strange set of open ports it probably isn’(. Test again; if (ms-sql-s)
you're in doubt, use another tool for a different ) )
: 1434 Microsoft SQL Monitor TCP, UDP
perspecuvc_. _ (ms-sql-m)
1723 Microsoft PPTP VPN TCP

3389 Windows Terminal Server

| 19 | Chargen TCP, UDP
[ 20 FTP data (File Transfer | TCP
Protocol)
21 f FTP control 8080 " | HTTP
20 Jssu N
23 l Telnet '
-Neo Pablicatons ... Where Authorsinpie nnovaion —
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“P, UDP
P, U
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Performing a PIBE sweep of gy entire clagy ¢
Netwogg With Nyng
. : P
P. UDP m c-ommand line options exist, which T? =
o ¢ overwhelming when you want only a basic M.l,]:;n S —W_I;;‘n:];:;
P. UDP e mﬂg]csa, you can enter Nmap on the e able hosis Iy
nnd line to see all the options available. ~ 7 Pom scanner probes these avilable pog
s . N : Up 1o 65,534 possible TCP and UDP no 4
whilowing command line options can be used for L _ POTLE - based
P . ICh ports you tell it 1o sean 10 see which
P \map plng sweep ones have available services on them
4 iPiells Nmap to perform a ping scan. = The port scans provide the following information sbout
: 1iels Nmap not to perform name resolution. the live hosts on your network :
>, UDP | T4tells Nmap to perform an aggressive (faster) o  Hosts that are active and reachable through the
L. network
4 P I ! _ ork addresses of the hosts found
L ' 0168.1.1-254 tells Nmap to scan the entire 7S s \ : e
- 12168.1.0 o Services or applications that ! g
1 i .
- running
) Port scanning tools
dows A L (a) Nmap of what hosts an
jinal gl Millnersw in three steps : After you have & general ided e
| A f . afe O#n yo
i E:m scanner sends TCP SYN requests (0 ° | e and Wbt PO © 00 sl
; e n, . rify o 5 you
[ A o - 1 h - a
ey " Perform ping sweeps to determin® wmc,t ad LI ° e
W (T : Jlowing forany ¢
e  available before starting the TCP P e R Tt Ly
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S€¢  what's
intrusion prevention systems (IPSs), firewalls, or
other logging devices log the connections.

2. UDP sean : This basic UDP scan looks for any
open UDP ports on the host. You can use this scan
10 sec what's running and determine whether IPSs,
firewalls, or other logging devices log the
connections.
3

SYN Stealth : This scan creates a half-open TCP
connection with the host, possibly evading IPS
Systems and logging. This is a good scan for
testing [PSs, fire walls, and other logging devices.
FIN Stealth, Xmas Tree, and Null : These scans
let you mix things up a bit by seading strangely
formed packets to your network hosts so you can
see how they respond.

4.

b. NeiScan Tools Pro

NetScan Tools Pro (www,pelscantools.com) is a very

nice all-in-one commercial tool for gathering general

' network information, such as the number of unique TP

addresses, NetBIOS names, and MAC addresses. It also

has a neat feature that allows you to fingerprint the
operating systems of various hosts.

2. Countermeasures against ping sweeping and
port scanning

Enable only the traffic you need to access internal

hosts preferably as far as possible from the hosts
you're trying to protect and deny everything else. This
goes for standard poits, such as TCP 80 for HTTP and
ICMP for ping requests.

Configure firewalls 1o look for potentially malicions

behaviour over time (such as the number of packets

received in a certain period of time) and have rules in
Place to cut off attacks if a certain threshold is reached,
such as 10 port scans in one minute or 100consecutive
ping (ICMP) requests, i

3. 7.1.4 Scanning SNMP

Simple Network Management Protocol (SNMP) is built

ruaning and determime whether

2

in to virtually every network device. Network management

Tech-Neo Publications ........... ﬁmmmw

i -

pr(
SNMP for remote REIWE

SNMP also presents seeurity v

1

A 715 Grabbing Banners

Open View and LAND’CSk] Uss
rk host management. Unfortunaeyy
ulnerabilities.

jgrams (such as HP

Vulnerabilit ies

The problem is that most network hosts mn SNMp
bled with the default read/write community ”_‘"'"35
urfla ublic/private. The majority of network devices |
:m::e across have SNMP enabled and don’t even negg
it
If SNMP is compromised, a hacker may be able
gather such network information as ARP tableg,
usernames, and TCP connections ta  atlack your
systems further.
If SNMP shows up in port scans, you can bet that 4
malicious attacker will try to compromise the system.
Here are some utilities for SNMP enumeration:

The commercial tools NetScan Tools Pro ang

O
Essential NetTools
o Free Windows GUI-based Getif
o  Free Windows text-based SNMPUTIL

Countermeasures against SNMP attacks

Preventing SNMP attacks can be as simple as A-B-C ;

©  Always disable SNMP on hosts if you're not
using it period.

©  Block the SNMP ports (UDP ports 161 and 162)
at the network perimeter.

9]

Change the default SNMP community read string
from public and the default community wrile
string from private to another long and complex
value that’s virtually impossible to guess. _
There's technically a “U” that's part of the solution:
upgrade. Upg_rading your systems (at least the ones you
can) to SNMP version 3 can resolve many of the well-
known SNMP security weaknesses, 1

Banners are the welcome screens that divulge sof
version numbers and other system informal
network hosts.
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Desk) use .
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w4 e wols I mention, such g Nin:
I#, d ap and
w—
an SNMp 7
y strings " s on the default ¢
- #wlaﬁw ho::cr ou’ represe IEI"':I ‘Dﬂn P
even need "'ﬁ]m i & s ith 4 login
4 - any other information. Just epye, the
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e e ¥ in address 25
e system. w:tﬁ'ﬂ“ 1P-
X ﬂ:mip_uddl'ess 80
Pro and :'J:ldne(ip_&ddms 110
Wm against banner-grabbing
Ead
s yilowing steps can reduce the chance of banner-
g attacks:
A-B-C1 .f‘q 1
. fiere isn’t a business need for services that offer
R wmer information, disable those unused services
host.
and 162) xthe network hos
I fere isn’t a business need for the default
.ad string wmuers, or if you can customize the banners.
ity write migue the network host’s application of
complex  Wmling system to either disable the banncrs oOf

; "ove information from the banners that could
Beanattacker  leg up. Check with your specific
or for information on how to do this. TCP
mmlm is another solution.

S al] Nt oy - g -
©  Ingg OO ragy -
"Frel\u Jeo:
E‘E:uia ) Al “'h'd.'
= _ hl‘t '."l['ma-! i, f{:“nd Mo A b
Displays the copg k
” nytn
however you - " WoNGlogicy o
W]’h:n J ClOose 10 so i) K
H3essing securyy .
Incidents I e
NLS, & network analyser o Punding © sezunty
S View . Pt bhelp you . ' 4
¥ anomaloy BetWOrk. traffie
own an e UC and gvep lrack
v
O Develg asel:
: P 2 baseline of network  activity god
pe Ormance. such as protocels in vl I,.\C;_
trends, an > Al g ‘
. md MAC addresses. before 2 securiy
incident occurs, :
1. Network analyser programs
.
You can use one of the following programs for network
analysis :

Savvies OmniPeek OmniPesk is avalable for
Windows operating sysiems.
TamoSoft’s CommView
(www.tamos,curru'pmduclsfu |
azed allematye,

s a free multifupctional password

ommyiew) is 8 great, k%

cost, Windows: b

Cain and Abel i : "
recovery tool for wﬁum ;:ﬂ!zl’g:
packels, cracking passwords, g



m 18 another powerful (and free) utility for
mngmtamlymandmmhmmm
Windows, Linux. and other operating systems.

Here are  few caveats for using a network analyzer :

To capture all traffic, you must connect the analyzer to
one of the fuﬂwwg -

© A hub on the network
© A monitor/span/mirror port on a switch
©  Aswitch that you've performed an ARP poisoning
artack on
IT you want to see traffic similar to what a network-
based IPS sees. you should connect the network
analyzer to a hub or switch monitor port or even a
network tap on the outside of the firewall, as shown in
Fig. 7.1.2 This way, your testing
©  What's entering your network before the firewall
filters eliminate the junk traffic.
©  What's leaving your network after the traffic
passes through Lhe firewall.

3

Internet usage habits, which can help point g
malicious behaviour of a rogue insider or system thy,

has been compromised, such as:
Weh surfing and social media

-

~  Bemail
Instant messaging and other P2P software

Questionable usage, such as:
- Many lost or oversized packets. indicating M‘t

tools or malware are

- present

~  High bandwidth consumption that might poin 1o 5
web ar FTP server that doesn’t belong

nmhunngmfmtmmﬁmmduﬁcﬁm
unknown hosts especially over ports that aren’t used
very much, such as FTP or telnet.
mhmsmbmlmscfinmmq
ICMP echo requests, SYN floods, or excessive
broadcasts.

Nonstandard hostnames on your network. For
cxample, if your systems are pamed Computerl,
Computer2, and so om. a computer named
GEE!(ﬂevURshwldr&mamdﬂag.

Hiﬁenm(eqmnﬂyweh,m FTP, DNS
and DHCP) that might be eating network he
sarvmgllhgalsoﬁwue.otwmngm
hosts.
msmmmm
Wusﬂl.mudlmm
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S can \\HA.RP (Address Resolugigy Prot
™ “rﬂw 10 fliake their S¥yStemg am_luh
ﬂm authorized host on yey, "y ar ay

.

] __'.
) “ iJ. Mnmw of ARP I‘Equest.s Can be a

AneX artack (al Sign of
‘ ;m”wfhﬂ (also called App poi

9 *ONing)
! L ‘ M unning &  program, such g

e al Abel (www.oxid.ivcain.hmﬂ). can change the
,,‘ ﬁ ble - the tables that store IP addresses o media

i dsniff
rom
ools,
from | - goess mﬂl (MAC) address mappings on network
OP or
SSIVE

A mmmmumcomputm 1o think they The ARp

i 1o send traffic to the attacker’s computer rather AR POIROM ouking ow Can 0 Abel mfiery ¢
ol : B S ARP potsoning) process PR '
4o 0 the tue destination compuier when stuffer T

mmthemtw ARPsi::;fmgmumd 3 It prompted, select the metwork adapter in e
during man-in- PR SRS Mtacks. window that appears and then click Ok

_ Swofed ARP replies can be sent 1o a switch, which | 4. Click the blue + icon to add hosts 10 perform ARP
' erts the switch 1o broadcast mode and essentially poisoning on.

. W it into a hub. When this occurs, an attacker ca1 | 5 g the MAC Adires Scaer vindow g
IJL: - goi through the switch and emﬂ:ﬁuﬂmmﬂysmmhum

and then click OK-
‘ weliow-anl-
how TCP/IP | ¢ Click the APR tab (he one wih ¢
black dirce con) foload e AT
1 (:ﬁclntl-ewhitnq:m""""‘""""""""l

. meﬂh




1L mo‘“&mp“ : shurtl

This process can take anywhere from a few seconds 1©
a few minutes Chhnding on your network hardware

and each bosts local TCP/IP seack.

12. hm“&h”mss built-in passwords
W.WMInwrﬁngt}n network
0 and from various hosts simply by clicking the

| Passwords tab.
8. MAC address spoofing

= MAC address spoofing tricks the switch into thinking

¥our computer is something clse.

= You simply change your computer’s MAC address and

masquerade as another user.

A. UNIX-based systems : In UNIX and Linux. you can
spoof MAC addresses with the ifconfig utility. Follow
these steps :
- 4 Whﬂehmhlnmu,mifmzﬂglnenmrl

command that disables the network interface.
[nsert the network interface number that you want
to disable (usually, eth0) into the command. like

this :
[root@Ilocalhost root)# ifconfig ethQ down
s Enterammandforthemcmyou
want to use.

Insert the fake MAC address and the network
interface number (eth()) into the command again,
Iske this :
[roct@localhost rootl# ifconfig eth) hw ether
new_mac_address
Windows
You can use regedit to edit the Windows Registry, but
I' like using a neat Windows utility called SMAC

{www.klcconsulting.net/smac), which makes MAC

spoofing a simple process. Follow these steps to use
SMAC :

Load the program,
sclect the adapter for which you want to change

= A hacker initiastes so many invalid requesis o a

Enter the new MAC address in the New Spoqgey
3 MAC Address fields and click the Update Ma e

bution.
Stop and restart the network card with these steps;
(4]

4. .
a. Right-click the network card in Network o4
Dialup Connections and then choose Disable,
b, Right-click again and then choose Enable foy
the |
5 Click the Refresh button in the SMAC interface.
—  To reverse Registry changes with SMAC, follow these
steps - ’
I Select the adapter for which you want to change

the MAC address.
2. Click the Remove MAC button.
3.  Stop and restart the network card with these steps:
a. Right-click the network card in Network and
Dialup Connections and then choose Disable,

b. Rightclick again and then choose Enable for
the change to take effect.

4. Testing denial of service attacks

—  Denial of service (DoS) attacks are among the most
common hacker attacks,

mm-khmtlutbehmtumnu-imm
responding to the invalid requests and ignores the
legitimate requests.

DoS attacks

DoS attacks against your network and hosts can cavse
Systems 1o crash, data 1o be lost, and every user to
Jjump on your case wondering when Internet access
will be restored. .

individual computer or network device:
1 SYN floods : The attacker floods a host with TCP
SYN packets. - " .

the MAC address, |
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= Hackers can create man-in-the-middle attacks by
maliciously using a tool such as the Pineapple and can
flood your nerwork with thousands of packets per
second by using the raw packet-generation tools Nping
or NetSean Tools Pro enou gh to bring the network to
its knees.
=  Even more so than with wired networks, this type of
Do$ attack is very difficult to prevent on Wi-Fi. You
can carry out several attacks against your WLAN. The
associated countermeasures help protect your network
from these vulnerabilities as well as from the malicious
attacks previously mentioned. When testing your
WLAN security, look out for the following
weaknesses :
o  Unencrypted wircless traffic
o Weak WEP and WPA pre-shared keys
o Crackable Wi-Fi Protected Setup (WPS) PINs
o Unauthorized APs
o  Easily circumvented MAC address controls
o  Wireless equipment that's physically accessible
o  Default configuration settings

M 7.2 Operating System Hacking

2 7.2.1 Introducing Windows

Vulnerabilities

~  Given Windows' ease of use, its enterprise-ready
Active Directory service, and feature-rich .NET

development platform, most organizations use the
Microsoft platform for much of their networking and

computing needs. Many businesses especially the
small- to medium-sized ones depend solely on the
Windows OS for network usage.

—  Many large organizations run critical servers, such as
web servers and database servers, on the Windows
platform as well.

If security vulnerabilities aren’t addressed and
managed properly, they can bring a network or an
entire organization(large or small) to its knees.

When Windows and other Microsoft software are
attacked especially by a wide spread Internet-based

- Network Hackin:
Trends in Com. & Infor. Tech. (MSBTE - SGM
| hundreds of thousands of orgamzations

WOrm OF VIFUS
and millions of
known attacks Og
following problems :

Leakage of sensitive informa

computers are affected. Many wej|.
ainst Windows can lead 10 the

tion, including Files

g containing healthcare information and credit carg
numbers

o Passwords being cracked and used to carry ogt
other attacks.

o Systems taken completely offline by denial of
service (DoS) attacks.

o Full remote control being obtained

Entire databases being copied or deleted

1. Choosing Tools

Literally hundreds of Windows hacking and testing
tools are available. The key is to find a set of tools that
can do what you need and that you're comfortable

using.

A. Free Microsoft tools : You can use the following free

Microsoft tools to test your systems for various

weaknesses:

1. Built-in Windows programs for NetBIOS and

TCP/UDP service enumeration, such as these three :
o nbistat for gathering NetBIOS name table
information
o netstat for displaying open ports on the local
Windows system
o  net for running various network-based commands,
including viewing shares on remote Windows
systems and adding user accounts after you gain
arc mote command prompt via Metasploit
2. Microsoft Baseline Security Analyzer (MBSA) ©
test for missing patches and basic Windows security ]
settings

-Neo Publicalions ... Where :fm&usm Y
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tiring Information about Your Windows

6y asess Windows vulnerabilities, start DY
1 computers to see what the bad guys ¢4 s
FOCESsES
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y"', Ty of security tesis, Perform

'"cludm
B the
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“ oﬂ'lcfwm gct from all-in-one assessment
. S8

& it for exploiting vulnerabilities that such
tﬂ“ 4 Nexposc and Qualys discover to obtain
anote wﬂunand pmmptb. add users, setup remote
ruckdoors, and much more

. ygScan Tools Pro for port scanning, ping

' M’v and share enumeration

| soft Perfect Network Security Scanner for port
caning and share enumeration

| 1P View to view TCP and UDP session
. ﬁ X I‘on
| Winfo for null session cnumeration (o gather such

: A few straightforward p
s in Windows systems.

i1

information about YO

find which ports ar¢ gpen
+ Scan for TCP ports ¥
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& Port 445 (runs SMB ovel TCPIP wathout
NetBIOS)
~ Hacks . o
The hacks described i the following tHC seetic ;
. he cartied out on unpwlecs:d systems punti
can
NetBIOS.
fion
i unumara
= Unauﬂ'mntlc,ated y umma
i8S |
Pﬂﬁmﬁuug \¢ o o
When YOU g afiE
enumeratdor ests, ¥ - sy,tcﬂu“"““ i €
I L
Using gll-in
Nexpos




Using the abistat Program that’s built in 1o Windows
(nbtstat stands for NeBIOS over TCPAP Statistics) |

™ 722 Undersiancling Linux
Vulnerabilities

jl"ht: Vulnerabilities and attacks against Linux are
m“’flg business risks in a growing number of orpanizations
especially e-commerce companies, network and TT/sccurity
vendors, and cloud service providers that rely on Linux for
many of their systems, including their own products, When
Linux svsterms are hacked, the victim organizations can
experience the same side effects as their Windows-using

counter parts, including:

o
.

your Linux systems. Some are much better than others. |

often find that my Windows-based commercial tools do as » 7.3
goad a job as any. My favourite are as follows : Systems
a. Kali Linux toolset on a bootable DVD or .iso image
file W™ 7.3.1 Vulnerabilities
! G fi scanning, OS e ation; and 2
8 L“In :;;d :: [ipun T Samer ke The proliferation and business dependence on e-mail,
viinerabiil shin
v . : _ just about anything is fair game. Ditto with VoIP, It's
c. NetScan Tools Pro for port scanning, OS enumeration, downright scary what people with ill intent can do with
and much more it
d. Nexpose for detailed port scanning, OS enumeration, | _ g messaging systems, one underlying weaknesses
and vulnerability testing is that many of the su ting protocols weren't
e. Nmap for OS fingerprinting and detailed port scanning designed with sccurity in mind especially those
f.  Nessus for OS fingerprinting, port scanning, and developed several decades ago when security wasn't
vulnerability testing nearly the issue it is today.
- The funny thing is that even modern-day messaging
2 Gathering Information about Your Linux et ot et e e
Vulnerabilities protacols are still susceptible to secious security
You can scan your Linux-based systcms and gather problems. Furthermore, convenience and usability
: : g : iclv- ] R Tt il : b, Crtn
information from hoth outside (if the system 1S a publicly often outweigh the need for security.
— ou can .
accessible host) and inside your netwnrk.. Tha‘n way, y
uys see from both directions. _ o

check whal th_;:_tgld g
Tech-Neo Publications -

Leakage of sensitive information
Cracked passwords

Corrupted or deleted databases
Systems taken completely offline
Choosing Tools

You can use many Linux-based security tools to test

The vulnerabilities inherent 1n

depend on what

Network Haciing

System scanning

Linux services called dacmo ‘
stern and SECVe Up Varous serviges

ns are the programs

that run on a s¥
and applications for users.
Internet services, like as the Apache web server
(httpd). teinet (telnetd), and FTP (fipd), often give
uch information about the system,

away too m
including software versions, internal 1P addresses,

and usernames. This information could allow
ploit a known weakness in the

hackers 10 Ex
system.
TCP and UDP small services, such as echo,

daytime, and chargen, are often enabled by default

and don’t need to be.
your Linux systems

services arc running. You can perform

basic port scans to glean information about what's

running,
The NetScan Tools Pro many potentially vulnerable
services on this Linux system, including the confirmed

services of SSH, HTTP, and HTTPS
Applications Hacking Messaging
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This situation can lead 1o the Complete se
e serve

crash, often resulting in condition in w
is allowed administrator or g root agce

i lockup or
hich the attacker
5510 system,

i, Attacks using floods of e-mails

An attack usi i
:u..k using flood of ¢-mails is often carried out in
spam attacks and the other denial of service altempts,

Automated e-mail security controls

You can 1mplement (he following COUNIBIICASUIeS: s

an additional layer of security for your e-mail systems :

L T"?“ﬂ“g * Tarpitting detect inbound messages
destined for the unknown users, If your e-mmil server
SUPPOIS tarpitting, it can help prevent spam or the DoS
attacks against your server, If predefined threshold is
exceeded say, more than 100messages in one minute
the tarpitting function effectively shuns traffic from
sending IP address for a period of time.

2. E-mail firewalls : The E-mail firewalls and the content
filtering applications from vendors like as Symantec
and the Barracuda Networks can go a long way towards

rious e-mail attacks. These tools protecy

preventing va gt
practically every pspect of an ¢-mail system.

3. Perimeter protection : Although not e-mail-specific,

several firewall and the IPS systems can detect various
t mail attacks and shut off the attacker in real time,
o= 3

This can come in handy during an attack.

CAPTCHA : Using CAPTCHA on web-based e-mail

forms can help mininize the impact of automated

attacks and lessen your chances of e-mail flooding and
denial of service even when you're perionming
seemingly benign web vulnerability scans.

W 7.3.3 Banners
When hacking an e-mail server, a hacker’s first order
of business is performing a basic banner grab 1o see
whether he can discover what e-mail server software is

running.
This is one of the most critical tests to find out what

the world knows about your SMTP, POP3, and IMAP

SCrvers.

1. Gathering information

on TCP port 25,

Figure shows the banner displayed on an e-mail server when a basic telnet connection is made on port 25 (SMTP). To
do this, at a command prompt, simply enter telnet ip or_hostname_of your_ server 25, This opens a telnet session

— : —

An SMTP banner showing server version information

The e-mail software type and the server version are often very obvious and give hackers some ideas about possible
attacks, especially if they search a vulnerability database for known vulnerabilities of that software version, Figure
shows the same e-mail server with its SMTP banner changed from the default

N - v
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w 7.3.4 Best Practices for Minim izing
e-Mail Security Risks

The following countermeasures help kee

i P messages ag
secure as possible :

& Software solutions

The right software can neutralize many threatg:

1. Use anti-malware software on e-mail server better,
the e-mail gateway to prevent malware from reaching
e-mail clients. Cloud-based e-mail systems such as
those offered by Google and Microsoft often have such
protection built in. Using malware protection on your
clients is a given.

2. Apply the latest operating system and e-mail server
security patches consistently and after any security
alerts are released.

3. Encrypt (where’s it reasonable). You can use

S/MIME or PGP to encrypt sensitive messages or use
e-mail encryption at desktop level or server or email

gateway. Better yet , you can also use TLS via
thePOP3S, IMAPS, and the SMTPS protocols. The
best option may be to use an e-mail security appliance
or cloud service that supports sending and receiving of
encrypted e-mails via a web browser OV HTTPS.

4. Make it policy for users not (o open unsolicited e
mails or any attachments, especially those from
unknown senders, and create ongoing awareness
Plan for users who ignore or forget about ¢ poticy

of not opening unsolicited y”’ A

M 7.4 wep Applications

The Websites and
tirgets for

W - e
¢b applications A commpy

_:llaLh because they are EVerywhere g4
ki m;.rr:zg.;:;.m 10 poke and prod, Basic Websites
- B contact information, documen;
downloads, and so On are especially easy

forbad puy
play around with, L

Commonly-used web platforms like as WordPress and
also  related content management systems are
especially vulnerable to attack because of

presence and also lack of testing and patching,

their

= For criminal hackers. websites that provide the front

end to complex applications and databases that store
valuable information, like as credit card and also Social
Security numbers, are especially attractive,

— This is where the money is, both literally and

figuratively.
Choosing Your Web Security Testing Tools

Good web security testing tools can help ensure that
you gel the most from your work. As with many lhingls
in life, I find that you get what you pay for when it
comes to testing for web security holes.

urity (esting tools:

These are my favourite web sec ;
y Scanner for all-in-

. g

one security testing, including & port scannet

an HTTP sniffer e
ii. AppSpider for all-in-on¢ .m:cunt;e b
: in:luding excellent capabilities for au

scanning - G "
jii . Web peveloper O man

manipulation of web pages




LI

Tech. (MSBTE - Sem. 6

! i Infor.
: erging Trends in Com. &
L 3
J™ 7.41  Web Vulnerabilities Google, the search engine company that Many i,
- ' sed for directory traver “lo
=  (HTTP) make up majority of all the Internet relalu(: hate, can also be us S s mwér?al' In ty
1 1 P ue . b . | :
attacks. Most of these attacks can be carried out even 1 Google’s advanced g ut the sensitive 'Ji' o
s ol o .
& HTTP traffic is encrypted (via HTTPS, alm. knf!“’“ can use them to root 2 g mtnrmamm_
as HTTP over SSI/TLS) because communications critical web server ﬁl‘_’*’ A '-“’_ OriCs, credy g
medium has nothing to do with these attacks. numbers, webcams basically anything that Google e

discovered on your site without having to iy e
site and sift through everything manually. Iy i ey
sitting there in Google’s cache waiting to be Yieweq

= The security vulnerabilities actually lie within 2
websites and the applications themselves or the web

server and browser software that the systems run on
The following are a couple of advanced Google Querie,

and communicate with. -
Many attacks against websites and the applications are that you can enter directly into Google search field:

Just minor nuisances and also might not affect sensitive 1. siteshostasme keywords : This query searches g’ ",

information or system availability. keyword you list, like as SSN, confidential, credjs carg,

—  However, some attacks can be wreakhavoc on your and so on. An example would be:
SYStfm. putting ﬁm—'tsiti_vc information at m}k and ::: site:www.principlelogic.com speaker
ftitmid};:: Emﬂﬁgzmiﬁoiﬁgjiij;vmy 2. filotype:file-extension site:hostname : This gy
as well as security laws and regulations, searches for specific file t?"PES on a specific website,

like as doc, pdf, db, dbf, zip, and so many These fil
™ 7.4.2 Directories Traversal and types might contain sensitive information. An example
Countermeasures, Database would be:
System filetype:pdf sitezwww.principlelogic.com
Other advanced Google operators  include the

= Directory traversal
following :
= PN tra i basic weakness, but it
e, 4 Vmal_ e mﬂf_jy e w _ i u_ : L. all in title searches for keywords in the title of a web
can turn up interesting sometimes sensitive information
about a web system. This attack involves browsing a FAGE.
site and looking for clues about the server’s directory
structure and sensitive files that might have been | 3. related finds Pages similar to this web page.
loaded intentionally or unintentionally. 4. link shows other sites that link o this web page.

—  Perform the following tests to determine information
about your website’s directory structure : B 743 Database Vulnerabilities

2.  inurl searches for keywords in the URI. of a web page.

i - The Database Systems, such as Microsoft SQL
A spider program, like as the free HTTrack Websige SOOY6s MySQL, 'aud Orocle. have fusked
Copier ,can crawl your site to look for every publicly behind gz scenes, but their value and their :
acoessivile {lke; To nee Rl Fik, simply load it, give Vulnerabilities have finally come to the for¢
your project a name, tell HTTrack which website(s) (o .
mirror, and after a few minutes, possibly hours * 1 .
will have everything that's publicly accessible on]:: :'es, ﬂ_"e.n the mlghty Chrncile  ihat wa.sb;nc;
site stored on your local drive in ; ' | l |.e|:l w be .“ﬂ-thahlc- is susceptible
EXPIOLs similar 1o it competition,

c¢:\My Web Sites,

Publications .....-- Where Authors inspire jnpgpayi™——— T O !
iyl - | e SACHIN SHAH Ves
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with the slew of regulatory
& ing database Security,
pusiness can hide from the riskg ¢
pocause practically every business Uarge gn4

all) uses some sort of datyhase eit
gse or hosted in the cloud.

choosing tools

As with wireless networks, operating Systems, and so
on, you need 200d 1001S if you're going 10 find the database
iy issues that count. The following are my favourite

ols for testing database security:

l‘cquire“-.cms
hardly an

hat |je Withig

her in-

g Advanced SQL Password Recovery for cracking
Microsoft SQL Server passwords

" Cgin and Abel for cracking database password hashes

jii. Nexpose for performing in-depth vulnerability scans
o SQLPing3 for locating Microsoft SQL Servers on the

petwork, checking for blank passwords for the ‘sa’
account (the default SQL Server system administrator),
and performing dictionary password cracking attacks

You can also use exploit tools, such as Metasploit, for

your database testing.

2. Finding databases on the network

The first step in discovering database
vulnerabilities is lo figure oul where they're
located on your network.
It sounds funny, but many network H.dJ]-]J'nS
I've mat aren’t even aware of Vanous
databases running in their environments.
This is especially true for the free SQL Server
. Express database software editions that anyone
can download and run on your network.

Scanning databases for vulnerabilities

i
As with operating systems and web PP cations,

vulnerabilities can be rooted out only

b!rwéng g the right tools. I use Nexpose 0
Isstues as -

find such

% < =
| A5SWorg \
WSk
unpmtr:cn:d i
ARy
Wey .
cak Authenticy: m
i 1)

Lt T

EHONS ot
a 7‘ -Th'.hl'_'.‘,-
4.4 Beat Pmc“cea "
Databage Sec Nimizing

K“Piﬂg your datup

. fneg Secure
: ut 5
if you do the following -

i} T
ally Pretty «

p [
Run 5 ;
= Your I"J!a}ja:u;_; on  dedicyzag e
Workstations, v i e
S Where necessary),
=  Check the
u y| ati
53 nﬂt‘l’l; ing I\N[‘u[mg Systems for SOCHTit
vilnerabilities. W
—  Ensure that y aby :
‘ your databases fall within the scope of
patching and system hardening.
Require strong passwords on every database system 4
Most enterprise-ready databases such as Oracle and
SQL Server allow you to wse domain v

authentication(such as Active
Directory or LDAP) so you can just tie-in your existing

domain policy and user accounts and not have to worry
about managing a separate set,

—  Use appropriate file and share permissions to keep
prving eves away.

—  De-identify any sensitive production data before it's
used in non-production environments such s
development or QA.

_ Check your web applications for SQL injection nd
related input validation VU Inerabilities.

—  Use a network firewall, such as those available {ma:
Fortinet or Cisco and database-specific coptrals, suct
as those available from Imperva and lders =

ing and mansge

_ Perform related database hardeming

using a tool such as Microsoft

: r
Security Compliance Manage :
jon of database server 30
Run the latest verst e
ments 0%
gl-em ad\'w

frware. The
2 and SQL
pew security ard bt
- Server 2016 ar

s
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s @ Very nice ail-j,
For 5¢then'ng

; “forﬂﬂ“ﬁ"'“

i escantools Pro by sy o,

£) S

ars.: (A)
” utilities for SNMP enumeration

~Ohe
generq|

d) Pr'hg Swe'epl.hg

. ) NetScanTools Pro and Essentiy NetTeols
p) Free Windows GUI-based Geyip
¢) Free Windows text-based Snmp
d) All of the above
Ans. : (B)
235 Telnet protocol is used to estap(ih "
connection to
a) TCP port number 21
b) TCP port number 22
¢) TCP port number 23

d) TCP port number 24
Ars. : (C)

036 A___is atool that allows you to look into a
network and analyse datago.ing across the
wive for network optimization, security,
and/or troubleshooting purposes
a) network analyser
b) system analyser
¢) operation analyser
d) none of the above
Ans. : (A)

Attackers can use ——rurning O" 4ous

network to make their systews 4P gar::

Your system or another authorized host

Your network.

4) MAC (media access contro)

b) ARP (Address Resolution protocol

Q17

b) Man‘l.h_ <3
) Cain i idd, (MrTpg,
4 None of the aby,
Ang, . (5) -
Q.14 s
——attacis are among g,
hﬂder attg kS Most COMmon P

4) Dewjg| of Servige (Dos)
b) MAC Spocfing

&) TCp SPGOFr'hg

d) Nowe of the aboye
Ans. ; (A)

Q- 20 Wireless [ozal area

“ networks or  Wi-Fi
specifically, the omes based on [EEE
Standard are increasingly being deploved

into both business and howe networks.

L 4

a) 20211 b) go311
£) Bothaand b d) None of the above
Ans. : (A) ’

0. 21 Wireless vulnerabilities are i implementation

of the ___ standard.
a) 802.13 b) 2021
¢) 80311 d) none of the above

Ars : (A)

i
Q. 22 for gathering NetBIOS name tage
information.
b) netstat
at
o d) nont of the above
¢ net
e (A) sagsion
view to view cp and UPP
Q2% — :







d) System with strong pacsyoyy

Ars. : (€)

won : In cgb"‘su'un'ty, N i
having vulnerabilities g defined g g,
weakness in a systeva that can be '
by cyber-criminals and attackers e
E""“mbm&ﬁt'Fw“""""""“9’“‘“SPMv‘-.'taols
and techmiques in order to crack into the
system through the vulnerabilities

@ 35 Risk and vulnerabilities are the Same things.

a) True
Ars. ; (b)

b) False

Explanation : Risk and vulrnerability cannot be
the potential of an impact that can grow

Q xg

Q 39

f Wity 5

afthc«)n,-mm

What are some of the most owmmon

vilngrabnlities that exist in 4 netwerk o

Wystem 2

a) Changing manafactures or
recommended, settmgs of 4 newly
installed application

b Additional unused featurts a commercs







